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d ASV & spoofing attack
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= ASV: Automatic Speaker Verification

= TTS: Text-to-Speech

Decision
(accept or reject)

*from: ISO/IEC CD 30107-1, Information Technology — Biometrics -- Presentation Attack Detection 3



Background

- Spoofing countermeasures (CMs)

Claimed ID
e |||‘|||||
S (i ASV - Decision
"I\II"" fM system (accept or reject)

1TSS

2

= Task: CM(input_speech) — Bona fide | Spoofed
= Also known as Presentation Attack Detection (PAD)
= Logical access Wu2015): TTS, Voice conversion, ...

Wu, Z. et al. Spoofing and countermeasures for speaker verification: A survey. Speech Commun. 66, 130— 5
153 (2015)




Background
J ASVspoof challenge 2019 on LA

= Ranking of single system (not model ensemble)

EER: 5.06% 4.04%
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Background

J ASVspoof challenge 2019 on LA

= Ranking of single system (not model ensemble)
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Wu, Z., Das, R. K., Yang, J. & Li, H. Light Convolutional Neural Network with Feature Genuinization for Detection of Synthetic Speech Attacks. in Proc. Interspeech 2020 1101-1105
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Background
J ASVspoof challenge 2019 on LA

= Ranking of single system (not model ensemble)
EER: 5.06% 4.04°

50

LCNN cacc
LFCC  ResNet

Angular softmax

EER: 2.19%,

int

Varied

Addive-margin
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TTS-VC A14
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VC A18
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Zhang, Y., Jiang, F. & Duan, Z. One-class learning towards generalized voice spoofing detection. arXiv Prepr. arXiv2010.13995 (2020)
Wu, Z., Das, R. K., Yang, J. & Li, H. Light Convolutional Neural Network with Feature Genuinization for Detection of Synthetic Speech Attacks. in Proc. Interspeech 2020 1101-1105 1 3

(2020). doi:10.21437/Interspeech.2020-1810 . :
Tak, H. et al. End-to-end anti-spoofing with RawNet2. arXiv Prepr. arXiv2011.01108 (2020)
Chen, T., Kumar, A., Nagarsheth, P., Sivaraman, G. & Khoury, E. Generalization of Audio Deepfake Detection. in Proc. Odyssey 132—137 (2020). doi:10.21437/Odyssey.2020-19
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This study

15



Motivation
J Many new CMs using DNNs

= New techniques borrowed from face verification,
image classification, ...

= Better results on spoofing CMs

1 What have we learned?
= Suitable DNN architectures?
= Good training criterion?
= Do new techniques outperform others significantly?
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Methods

] Recent neural CMs — network

Label

|

Back end

Front end
1
n||‘||-|-

Lavrentyeva, G. et al. STC Antispoofing Systems for the ASVspoof2019 Challenge. in Proc. Interspeech

Label v € {0,1}

)

L crlterlon )

[ Training |

Fully-connected
(FC)

LightCNN

(LCNN)

i1:1(

wl:N(j)

1033-1037 (2019). doi:10.21437/Interspeech.2019-1768

RKXD

1 RN(J) x D }

min -DCF

S O
W74 o ‘

28t

aTor 4

Criterion for face
verification

. DNN designed for

Images classication

Trim or pad to
fixed size
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Methods

] Recent neural CMs — network

Label ¥ €{0,1} Label ") €{0,1}
I I .
[ Training | [ Training | 1 Criterion for face
| criterion | criterion ) - £ :
5 TR 5 TR verification
FC Average i
,,,,,,,,,,,,,,, $5,1 M@ R
Flattening ~ FC DNN designed
hyoc |RT > Dn B Flattening i :
2 for images
i CNN
CNN |
fklzK [ RKXD |
T - Framing (again!
o I b g (again!)

Lai, C.-I. et al. Attentive filtering networks for audio replay attack detection. in Proc. ICASSP 6316-6320 (2019) i . i
Wang, Q., Lee, K. A. & Koshinaka, T. Using Multi-Resolution Feature Maps with Convolutional Neural Networks for Anti-Spoofing in ASV. in 1 8

Proc. Odyssey 2020 The Speaker and Language Recognition Workshop 138—142 (2020). doi:10.21437/0Odyssey.2020-20



Methods

] Recent neural CMs — network

Label vY €{0,1} Label vY) €{0,1}
y +
[ Training | [ Training |
| criterion | criterion
5; [R SiTR
FC Average
S | = SN, M R
Flattening N FC : :
PR — , = Trim-pad or framing
LEIRT *Hh Flattening :
s==-=== Introduce new
CNN Chettri 2020
artefacts! (Chettri 2020)
CNN —ﬁ—' RKXD .
| \ = Additional hyper-
T K RKXD . AL S
. ‘ parameters to tune
(J)
T1:NG) RYP | = Unnecessary
randomness

Chettri, B., Benetos, E. & Sturm, B. L. T. Dataset artefacts in anti-spoofing systems: a case study on the 19
ASVspoof 2017 benchmark. IEEE/ACM Trans. Audio, Speech, Lang. Process. 28, 3018-3028 (2020)



Methods

J Recent neural CMs — network Why not?
Label v €{0,1} Label v €{0.1} Label ¥ €{0,1}
4 ‘ ) 4 i ) e ‘ ~\
Training Training Training
| criterion | criterion | criterion
S R SiTR 53 T R
FC Average FC
S | = SiLINS M R 0; B RP
) FC Pooling
Flattening h, o | R Dy,
CNN ESSsSss
RNN /
CNN

= More CMs use trim/pad rather than pooling 20



Methods

] Recent neural CMs - training criterion

Label T u
yt) g1} [ | Cross entropy | o €os 0
Pj1d b Pjo Pjk =

( Training ) e COos 0; 1 + chzl - e Cos 0, ’

L critqrion ) Softmax
FC C, 0j C, O T,
1% J ck 03

ojéRDh FC COSUj k= C O — HCkHHOJH
0;
= Plain softmax (with length-normalization on input vector)
05,0 = 05,
° 4, (rad)
Liu, W. et al. Sphereface: Deep hypersphere embedding for face recognition. in Proc. CVPR 212-220 21

(2017).



Methods

] Recent neural CMs - training criterion

Label [ "
y ) T (0,13 [ | Cross entropy |
( Training | Pt b B
L critqrion ) Softmax
FC oA [ &0
0; B RD FC
0;
= More discriminative? --- Introduce margin
g _ i
7,0 —
m

4 (rad)

0
0

8, (rad)

Liu, W. et al. Sphereface: Deep hypersphere embedding for face recognition. in Proc. CVPR 212-220
(2017).
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Methods

] Recent neural CMs - training criterion

Label T ¥
) Fl T | Cross entropy | paxlcos(m1 0, -+m) —mo]
4 . . ) P & ﬁ P 2 P k‘ =
Training JI\’/ll : J: PR galeos(maj ptma)—mal 7O oy €% 0505 ’
o - 1=1,i
| criterion argin-based
T - Softmax (Deng 2019, Eq(4))
FC oA [ &0 .
0, & RDn FC cosb; ) = ¢, 0,

' 5

Oj .
= Plain softmax: my=1, my=0, m3=0 .

= Angular softmax(tiv 2017) m4>1, m,=0, m;=0 %

= Additive angular(Peng 2019) m;=1, m,>0, m,;=0 ﬂ —

= Additive margin (AM)Wang 2018) m. =1, m,=0, m;>0 /

= One-class (OC) (zhang 2020) m,=1, m,=0, ms >0, m3,2>a -

Den%\,lJ., Guo, J., Xue, N. & Zafeiriou, S. Arcface: Additive angular margin loss for deep face reco%nition. in Proc. CVPR 4690-4699 (2019).

Liu, et al. Sphereface: Deep hypersphere embedding for face recognition. in Proc. CVPR 212—220 (2017). 23
Wang, H. et al. Cosface: Large margin cosine loss for deep face recognition. in Proc. CVPR 5265-5274 (2018).
Zhang, Y., Jiang, F. & Duan, Z. One-class learning towards generalized voice spoofing detection. arXiv Prepr. arXiv2010.13995 (2020)



Methods

1 A new training criterion

Label B u
(4) -
R A { MSE ]
Training
L critqrion )
FC ¢ 0 6,0,
0; B RD FC
0;

- Hyper-parameter-free mean square error

C

£ =3 (@l 0, 1(y; = K)°
k=1

= Gradients will be equal to the so-called P2SGrad (zhang 2019)

Zhang, X. et al. P2sgrad: Refined gradients for optimizing deep face models. in Proc. CVPR 9906-9914
(2019).
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Experiments

J On ASVspoof 2019 LA, official protocol

= Front ends

« Spectra, Linear filter-bank cepstrum coef (LFCC),

or Linear filter bank coef (LFB)

= Back ends

e Base on |ight_CNN (Lavrentyeva 2019)

* Three types

Trim-pad

Attentive pooling
Average pooling

= Training criteria: plain softmax (sigmoid), AM, OC, p2s

Lavrentyeva, G. et al. STC Antispoofing Systems for the ASVspoof2019 Challenge. in Proc. Interspeech 25

1033-1037 (2019). doi:10.21437/Interspeech.2019-1768



Experiments
J On ASVspoof 2019 LA, official protocol

= Multiple training & evaluation rounds (6 rounds)
« Same CPU card & software dependency

For i in N rounds:
random_seed <« 101
model « Training(train_dev_set)
EER & min-tDCF <« model(eval set)

= Significance test between models A & B (Bengio 2004).
2|EER4 — EER 5|

y—

bona Nspoof

quERAUr—EERAy+EERB(1—Emﬁhﬁ}ﬁ?m+Nwwf

 Test: 2 > Zy /27
. Za/2 at a = 0.05 with Holm-Bonferroni correction

Bengio, S. & Mariéthoz, J. A statistical significance test for person authentication. in Proc. Odyssey (2004 ). 26



Results
O EERs

Four types of training criterion

EERs

AM-softmax
I II 11 v \Y%

OC-softmax
VI I 11 111 v \Y%

MSE for P2SGrad
VI I I I v \Y%

Sigmoid
VI I II 111 v A%

Trim-pad 5.59 6139 5.98
LFB | Attention pooling | 426 432 4.69 5.23 4.01 533 576 3.34
Average pooling | 424 527 571 623 5.81 ¢ 50
Trim-pad 484 5.02 523 587 590 625 441 484 5.04 537 635 3.09 358 472 482 522 556| 294 322 359 373 449 474
SPE(] Attention pooling | 4.02 4.08 499 522 557 4.05 494 567 631 392 4.04 442 491 495 662 470 503 560 5.88 635 6.50
Average pooling | 396 4.04 438 452 513 597 281 449 450 465 491 329 356 3.82 445 461 544 | 237 291 3.00 394 426 437
Trim-pad 3.04 352 473 489 585 293 295 299 384 400 | 254 273 277 291 3.08 347 | 231 246 264 265 3.09 3.1
LFC( Attention pooling | 299 348 3.60 3.61 362 392 291 3:36) '3.40 B 361083718 3.18 3.19 | 324 329 339 maRiOy 2.72 281 291 3.03 322 3.30
Average pooling | 246 3.02 323 334 341 3.86| 223 296 296 296 4.64| 267 294 320 340 345 353 | 1.92 209 243 250 262 3.10

\—l_l

Three types of back ends

- Three types of front ends

Low EER

6 rounds, s'orted based on EER

1
©High EER

27



Results
O EERs

System EER in this study

AM-softmax OC-softmax Sigmoid MSE for P2SGrad
I II I v \' VI I I 111 v A% VI I II I v A% VI I II I v \' VI

5.59 630 : 6.76
426 432 4.69 523 ! - : 533 576 | 3.34
424 527 571 6.23 ; 51

SPEC Attention pooling

484 5.02 523 587 590 625 441 460 484 504 537 635 3.09 358 472 482 522 556

402 4.08 499 522 557 405 455 494 567 631 392 404 442 491 4095 ]
Average pooling [ .3.96__404 438 452 513 597 281 341 449 450 465 491 329 356 382 445 461 5.
Trim-pad ] 3.04 352 473 4.89 585 - 293 293 295 299 384 4.00 254 273 277 291 3.08 347

LFCC Attention pooling 299338300 30T 302 392 291 296 336 340 361 371 3.18 3.19 324 329 339 4.12
Average pooling | 246 3.02 3.23| 334 341 3.86| 223 242 296 296 296 4.64 | 2.67 294 320 340 345 353

Trim-pad
LFB Attention pooling
Average pooling

2.94 322 3359 | 3.73 E449
503 560 588 6.
291 3.00 394 426

231 246 264 265 3.09
2.72° 2831 2.91°83:038 322
1.92 209 243 250 2.62

Trim-pad

y .. Top single CMs i
= Reproduce the original CM ASVspoof2019 LA

(T45 N ASVSpOOf2019 LA) TID  mint-DCF  EER [%]

T45 (.1562 5.06
1655 1.04
.1894 7.01
. . & 04 1937 5.97
= Varied results across multiple runs 1030 574
- I'-"‘II—I 2839 9.57
oo :] *l*]l®f ).2605 8.09
Ll o - 5 00627 0.0
EeE55

(Nautsch 2019, Tab.2)

Nautsch, A. et al. ASVspoof 2019: spoofing countermeasures for the detection of synthesized, converted and 28
replayed speech. IEEE Trans. Biometrics, Behav. Identity Sci. (2021) doi:10.1109/TBIOM.2021.3059479



Results

] Pairwise significance test

EERs
AM-softmax OC-softmax Sigmoid MSE for P2SGrad
1 1 m v \ VI 1 I m v v VI 1 1 m v v VI 1 I m \ VI

Trim-pad 5.59 5.98
LFB Attention pooling | 426 4.32 4.69 5.23 3 527 533 576 334 3.99
Average pooling | 424 527 571 | 5.81 5.06 517 5.69
Trim-pad 484 502 523 587 590 441 460 484 504 537 3.09 3.58 [4.72' 1482 I522005156)| 2.94 322 3.59 373 449 474
SPEC Attention pooling | 402 408 499 522 557 405 455 494 567 392 404 442 491 495 470 503 560 588 635 650
Average pooling 597 | 281 3.41 449 450 465 491|329 3.56 3.82 445 461 544|237 291 3.00 394 426 437
Trim-pad X 304 352 473 489 585 93 293 295 299 3.84 400 254 273 277 291 3.08 347|231 246 264 265 309 3.1
LFCC Attention pool 91 296 336 340 361 3.71| 318 3.19 324 329 339 §4i2) 2.72 2.81 291 303 322 3.30
Averagepooling | 246 302 323 334 341 386 223 242 296 296 296 464 2.67 294 320 340 345 353| 192 209 243 250 262 3.10

am } 6X6 pairs

oc
sig
2
am
oc
sig
2
am
oc
sig
p2s
am

& - ® Grey color indicates significant
difference (a=0.05)

si;
o Intra-system variance
an can be significant
sig

am rJ

oc
sig
2s
am
oc
sig
p2s 14

LFB
Trim-pad

Average |Attentive
pooling | pooling

SPEC
Trim-pad

Average |Attentive

pooling | pooling

Trim-pad

LFCC

-

pooling | pooling

29
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System EER in this study

AM-softmax OC-softmax Sigmoid MSE for P2SGrad
I II 111 v \' VI I I 111 v A% VI I II I v A% VI I II I v \' VI

598 676 1
4.01 & : 5 576 | 3.34 507 5.70 591 593 593 | 3.9

5.81 5.06
| 3.09 3.58 472 482 522 556| 294 322 359 373 449

Trim-pad 559 B
LFB Attention pooling | 4.26
Average pooling | 4.24

Trim-pad 484 502 523 587 590 625 441 4.60
SPEC Attention pooling | 402 4.08 4.99 522 5.57 405 455
Average pooling | 396 404 438 452 5.13 2.81 341

Trim-pad I
LFCC Attention pooling | 299 3.48 3.60
Average poolingl 246 3.02 323

L

392 404 442 491 495 470 503 560 588 635 6
329 356 382 445 461 544|237 291 3.00 394 426

3.08

Top single CMs in

= | ess variance when ASVspoof2019 LA

» Using hyper-para-free training criterion TID  mint-DCF  EER [%]

 Avoid trim-pad and use pooling o1 e
T39 0.1894 7.01
TO1 0.1937 5.97
T04 0.1939 5.74
BO1 0.2839 9.57
B02 0.2605 8.09
Perfect 0.0627 0.0

(Nautsch 2019, Tab.2)

Nautsch, A. et al. ASVspoof 2019: spoofing countermeasures for the detection of synthesized, converted and 30
replayed speech. IEEE Trans. Biometrics, Behav. Identity Sci. (2021) doi:10.1109/TBIOM.2021.3059479



System EER in this study

AM-softmax OC-softmax Sigmoid MSE for P2SGrad

I II 111 v Vv VI I II I v Vv VI I I I v Vv VI I I I v Vv VI

Trim-pad RoSty
LFB Attention pooling X : ! . : : : 533 576 | 3. : - ! : : ; 585 6.
Average pooling 5.06 5.17 15697575 HcTIN

Trim-pad 484 502 523 587 590 625 441 460 484 504 537 6.35 294 322 359 373 449 474

3.09 358 472 482 522 556

SPEC Attention pooling | 402 4.08 499 522 557 405 455 494 567 631 392 404 442 491 495 662| 470 503 560 588 635 650
Average pooling | 396 4.04 438 452 513 597 281 341 449 450 465 491 329 356 38 445 461 544|237 2901 300 394 426 437

Trim-pad 3.04 352 473 4.89 5.851 293 293 295 299 384 4.00) 2.54 273 277 291 3.08 347 | 231 246 264 265 3.09 3.11
3

LFCC Attention pooling | 299 3.48 3.60 361 3.62 392 291 296 336 340 3.61 371 3.18 3.19 324 329 339 4.12| 272 2.81 291 3.03 322 330

Average pooling | 246 3.02 323 334 341 386| 223 242 296 296 296 4.64| 2.67 294 320 340 345 353 | 1.92 209 243 250 262 3.10

Top single CMs in

= Potential techniques: ASVspoof2019 LA
* Front-end: TID min t-DCF  EER [%]
— LFCC T45 0.1562 5.06
24 0.1655 4.04
* Network: T
- average pooing LI .
* Training criterion: Poriect 00627 00

— simple softmax (sigmoid)
— MSE with P2SGrad

Nautsch, A. et al. ASVspoof 2019: spoofing countermeasures for the detection of synthesized, converted and 31
replayed speech. IEEE Trans. Biometrics, Behav. Identity Sci. (2021) doi:10.1109/TBIOM.2021.3059479

(Nautsch 2019, Tab.2)



Results
O EERs

System EER in this study

AM-softmax OC-softmax Sigmoid MSE for P2SGrad
I II III v \% VI I II 111 1AY \% VI I II 111 v \% VI I II I v \% VI
Trim-pad 5.59 6308 598 676 7.02
LFB Attention pooling | 426 432 469 5.23 401 454 457 527 533 576 334 5. ; ! ! ! : 487 5. 5.85
Average pooling | 424 527 571 623 | 7.03 581 6.51  6.89 06 5117 ES6ONIBT5

SPEC Attention pooling | 4.02 4.08 499 522 557 405 455 494 567 631 392 404 442 491 495)662| 470 503 560 588 635 6.50
Average pooling | 396 4.04 438 452 513 597 281 341 449 450 4.65 329 356 382 445 461 544 | 237 291 3.00 394 426 4.37

Trim-pad 304 352 473 489 [S85HO6] 293 293 295 299 384 400|254 273 277 291 308 347|231 246 264 265 3.09 3.11
LFCC Attention pooling | 2.99 3.48 3.60 361 3.62 392 291 296 336 340 3.61 371 3.8 3.19 324 329 339 412 2I81 291 3103 S 22350
Average pooling | 246 3.02 323 334 341 386[ 223 |242 296 296 296 464 267 294 320 340 345 353|192 |2.09 243 250 262 3.10

Trim-pad 484 5.02 523 587 590 625| 441 460 484 5.04 537 635 3.09 358 472 482 522 556 | 294 322 359 373 449 474
491

i Other recent CMs after
= 1.92 is the lowest EER so far ASVspoof2019 challenge

. . . System EER (%) min t-DCF
= But not significantly different o o o
LFCC + GMM [3] 8.09 0.212
Chettri et al. [22] 7.66 0.179
fro m 2 . 23 2 . 3 1 Monterio et al. [14] 6.38 0.142
) Gomez-Alanis et al. [[16] 6.28 -
Aravind et al. [[18] 5.32 0.151
Lavrentyeva et al. [21] 4.53 0.103
ResNet + OC-SVM 4.44 0.115

Wu et al. [[17] 4.07 0.102

= SOTA can be achived, but e R
should be reported with caution

Proposed 2.19 0.059
(Zhang 2020, Tab.3)

Zhang, Y., Jiang, F. & Duan, Z. One-class learning towards generalized voice spoofing detection. arXiv 32
Prepr. arXiv2010.13995 (2020)



Summary
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Messages
] Suitable DNN architectures?

= Trim-pad can work
= But pooling is more suitable
* No trim, no information loss
* No pad, no extra computation

] Good training criterion?

= Plain softmax works
= MSE for p2sgrad is simple and effective

34



Messages

1 Are new CMs good?

= Many CMs outperform ASVspoof2019 LA single
systems

= But not necessarily outperform each other

Statistical analysis and multiple-runs are
recommended for ASVspoof2019 LA!
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Discussion

] Variance in training

= Variance is there no matter how we tune learning rate,
batch size ... (see appendix 1-2)

= How to reduce it?

 Fusion of model? (see appendix)
= Same model but different training rounds
* They are similar
 No significant gains by fusion
= Models with different front-ends are good to fuse
(EER: 1%)
36



