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Security / spoofing in voice biometrics

* persons masquerading as others in order to gain illegitimate access to
sensitive or protected resources

* a.k.a. presentation attacks (ISO / IEC) SO/1EC 301071

http://standards.iso.org/ittf/PubliclyAvailableStandards/c053227_I1SO_IEC_30107-1_2016.zip

Digital limits Database

Reference

Feature/ ..
: Application
s embedding > :
Biometric . Probe Score/decision dEVlce
data extraction
| adapted from: Nalini K Ratha, Jonathan H Connell, Ruud M Bolle
| An analysis of minutiae matching strength, Int. Conf. AVBPA, 2001

e attacks either pre-sensor (PA) or post-sensor (LA)
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Cloning voices

Imitating people’s speech patterns Technology

precisely could bring trouble Adobe Voco 'Photoshop-for-voice' causes concern UAB research finds automated voice imitation can fool
2 : humans and machines

o nolog f v 0 B <

You took the words right out of my mouth by Katherine Shonesy

University of Alabama at
Birmingham researchers have
found that automated and human
verification for voice-based user
authentication systems are
wuinerable to voice

How a i
“voice impersonation”

attack works

impersonation attacks. This new oL see il S by I e victy gl oo

o S T B A Google News Initiative partners with Google Al

the European Symposium on '
Securiy,or ESORICS, today i ‘ to help ‘deep fake® audio detection research

Vienna, Austria.

Using an oft-the-shelf voice.
morphing tool, the researchers
developed a voice impersonation
aftack to attempt to penetrate

automated and human

verification systems.

Click to enlarge

Analyzing The Rise Of Deepfake Voice
Technology

The Telegraph ALL SECTIONS

ARTIFICIAL INTELUGENTE '\

Anew that p to be the " p of speech” is raising ethical

ool jrapinis Lyrebird claims it can recreate any voic

Technolc 8Y Sy . . Dominic David Forbes Councils Member
one min ute Of sam ple aud 10 Forbes Technology Council COUNCIL POST | Membership (fee-based)

Innovation
The results aren’t 100 percent convincing, but it's a sign of things to come

& T HSBC voice recognition system by s Voo | @i | 134,207 1200 57
This robot speech simulator can breached by customer's twin [+ e[ e i con|
imitate anyone's voice —

Chief Executive of ACTIONX — leaders in data science and artificial intelligence.

BBC Click reporter Dan Simmons said his non-identical twin brother was able to

‘ A A A A
(f share ) (N y‘@;. (=) m 0 Comments fool system and gain access to account

Artificial intelligence is making human speech as malleable and replicable as pixels. Today, a

Ca

dian Al startup named Lyrebir ts first product: a set of algorithms the

by liste

company claims can clone o just a single minute of sample 5

s to review sec on its voice-access systems following the breach. Photograph: Stefan audio




ASVspoof

 spoofing detection task with an optional focus upon ASV

designed by participants

bona fide
W Countermeasure
l spoof

 common databases, protocols and  ASV system based on ASVTorch [2] + Kaldi [3]

metrics * 4 (unoptimised) countermeasure baselines:

* tandem detection cost function (t-DCF) [1] — LA, PA e CQCC-GMM, LFCC-GMM, LFCC-LCNN, RawNet?2
* equal error rate (EER) — DF

accept

reject

[1] T. Kinnunen et al. "t-DCF: a Detection Cost Function for the Tandem Assessment of Spoofing Countermeasures and Automatic Speaker Verification". In Proc. Speaker Odyssey , 2018
[2] K. A. Lee et al. "ASVtorch toolkit: Speaker verification with deep neural networks". SoftwareX 14, 2021
[3] D. Povey et al. "The Kaldi speech recognition toolkit". In Proc. IEEE ASRU, 2011 6



Progress

¥

First common datasets, metrics and 'y "
Situated ‘?

protocols; modest attack variability

ASVspoof initiative

1%

Small, purpose collected datasets; low launched ASVSpOOf 2017 PA
attack variability v v
1999 2013 2014 2015 2017 2019 2021
A A Tandem A
First special session @ ASVspoof 2015 LA assessment ASVspoof 2019 LA + PA

INTERSPEECH 2013

Large, standard datasets adapted to
study spoofing; low attack variability

Improved methodology;
broader attack variability

ASVoY:

Automatic Speaker Verification and
Spoofing Countermeasures Challenge

e | R
S+_ A
INTERSPEECH L—
2019 1

Neural & acoustic waveform models;
controlled replay scenario

e LA: telephony encoding and transmission

e PA: real physical environments, variety of
recording and replay devices

* DF: new speech deepfake detection task

* new evaluation platform, schedule & format



Challenge participant statistics

Canada
China

India

South Korea
Taiwan
United States
Germany
Japan

Hong Kong SAR
Israel
Australia
Russia
Singapore
Pakistan
Vietnam

Iran

Italy

Ukraine
Spain
Slovenia
Turkey
United Kingdom
Lithuania
Greece

0 20 40

# Registrations by country (137 total)

Affiliation type
Independent
2.2%

Industrial
19.9%

Academic
77.9%

60

Tracks of interest Final submissions

DF (30)

DF LA

35.5% 35.8% 34.5% LA (38)
43.7%

PA PA (19) i

28.7% h

21.8%



Workshop

* Registered attendees: 198 (by 2021-09-15)

Country/Region Affiliation type
FR us Government
3.1% 16.1% 3.0%
TR Other
4.5%
ES E
67(%) 57 /0
TWO/ 3 g‘ol/'] Industrial
2.1% -0'/0 32.8%
GB CN ’
3.1% 13.5% Academic
DE KR 59.6%
3.6% 1.0%
HK CA
3.1% 2.1%
IN SG
15.0% 1.6%




Workshop

* Papers
e Submitted papers: 25
* Acceptance rate: 64%

Challenge summary: 1
ASVspoof 2021 system descriptions: 10

Research papers on anti-spoofing: 5

REJECT
36.0%

9

ACCEPT
64.0%

16

* Program: https://www.asvspoof.org/workshop

* Time-zone of the presenters are considered
* Each session mixes ASVspoof 2021 system descriptions and other research papers

10


https://www.asvspoof.org/workshop
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New to 2021: telephony encoding and

transmission

Real transmitted synthetic / converted speech

* VolIP and PSTN setups
* Sourced from ASVspoof 2019

* Seen and unseen eval. partitions

Codec effects: bandwidth, bitrate, ...

Multi-site transmission setup

Logical access

Bona fide Spoof

Progress phase 1,676 14,788
Evaluation phase 14,816 133,360
Sum 16,492 148,148
Hidden track 1,960 14,966

LA-C3

12



* VoIP setup:

* Move towards a more realistic

telephony scenario

* Data collection using Asterisk PBX

* Encoding and transmission

Cond. Codec baﬁ(;l\ili(t) dh Transmission Bitrate
LA-Cl1 - 16 kHz - 250 kbps
LA-C2 a-law 8 kHz VoIP 64 kbps
LA-C3 | unk. + pu-law 8 kHz PSTN + VoIP - / 64 kbps
LA-C4 G.722 16 kHz VoIP 64 kbps
LA-C5 p-law 8 kHz VoIP 64 kbps
LA-C6 GSM 8 kHz VoIP 13 kbps
LA-C7 OPUS 16 kHz VoIP VBR ~16 kbps




* PSTN + VolIP setup:

* Real cellphone to SIP
phone transmission

* Certain transmission factors out of

our control
Cond. Codec baﬁ(;l\ili(t) dh Transmission Bitrate ((( )))
LA-Cl1 - 16 kHz - 250 kbps
LA-C2 a-law 8 kHz VoIP 64 kbps
LA-C3 | unk. +sclaw | 8kHz | PSTN+ VoIP | -/ 64 kbps @ @
LA-C4 G.722 16 kHz VoIP 64 kbps
LA-C5 p-law 8 kHz VoIP 64 kbps 0 SIP
LA-C6 GSM 8 kHz VoIP 13 kbps %
LA-C7 OPUS 16 kHz VoIP VBR ~16 kbps




LA results: ranking

o o o
oo N ©

o

min t-DFC
o

o o
w BEN

O
N

lower is better

| I I A D R N N D R D A D D D R D A A A R R D D R D I A D D I B 100

EER (%)

30

20

-- ASV floor: 0.1847

10

15
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CM median

EER [%]

0.8 |

0.7

0.6

LA results: channel conditions

(top-10 submissions)

0 CQCC-GMM
< LFCC-GMM

+ LFCC-LCNN
x RawNet2

¢ Best submission

Wideband

Narrowband,
higher bitrate

Narrowband,
lower bitrate

None

OPUS

G.722

a-law u-law
Channel conditions

GSM

PSTN

Pooled
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LA results: transmission setup

(top-10 submissions)

0.65 T T l :
o0CQCC-GMM
< LFCC-GMM
0.6 - +LFCC-LCNN
x RawNet2
0.55 + < d y ¢ Best submission |
0.5 F & o o & _
w 0.45 - -
8 x
';':' 04 X X |
£ X
0-35 — * * * -
¥
0.3 - _
—
_— 1 — m—
L —— | |
0.25 - - - : ' ' -
I T
& —— | &
0.2 —a i
| | | |
C
0O — Local tx. France-Italy tx. France-Singapore tx. Pooled
T Transmission setup
o
i 298 | 35 | 32 | 317
E L
Q




LA results: hidden track

(top-10 submissions)

' *
09 _
——
<ﬁ o
08 . e Silence removal from
' 0 speech utterances (LA, PA
»
— — and DF) [3'6]
0-7 — — ! i i T T
R
L
%506 - .
o < '
1
==
£
€05 o) -
w W.meawm Wl o A
% ‘ ! ,
0.4 - | S
X
©CQCC-GMM [3] B. Chettri et al. "A deeper look at Gaussian mixture model
03 < LFCC-GMM H based anti-spoofing systems". In Proc. IEEE ICASSP, 2018.
| 1 +LFCC-LCNN [4] B. Chettri et al., “Ensemble models for spoofing detection in
¢ 1 automatic speaker verification”. In Proc. Interspeech, 2019.
& x RawNet2 o [5]Y. Zhang et al., "The Effect of Silence and Dual-Band Fusion
c 02+ I i O Best submission H in Anti-Spoofing System". In Proc. Interspeech, 2021.
© — ) ) - - [6] N. Mdiller et al. "Speech is silver, silence is golden: what do
'_5 O\O With silence Without silence ASVspoof-trained models really learn?". In Proc. ASVspoof 2021
v — Workshop.
>8 317 | 2703
Ll
S 4 3.17 27.03 .
O
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Physical access

e Can CMs trained on simulated data (ASVspoof2019 PA) detect real spoofing data?

 We built the new evaluation set

* real bona fide & replayed data recorded
in physical rooms

v'room reverberation
v'background noise

* Compared with ASVspoof2019 PA
evaluation set

* same set of speakers and seed trials
e controlled setup by design
| real recording and replaying

20



PA — Data collection

* Environmental factors:

* ASV rooms S,y
* ASV mic. Qgspm

* Talker-to-ASV-mic. distance Dy ASV room
g O Talker
Cond Room size Cond. Device type asv
ond. w x d x h(m) o ﬁ; h{[JliaM-ll\/([)QO((cor;densel)“)
—n or Mic (condonsest | | I oo ere e see e
E; 2'8 i 2'8 i ;g M3 iPad Air (MEMS)
R3 6.6 x 5.0 x 2.4 Cond. | Angle, Dis.(m)
S R4 75 % 7.7 % 2.6 D1 15%, 2.0 (e Qasv m
asv D2 45°, 1.5 ’
R5 7.2x4.0x23 3 .
RG 15x65%25 || D3 75°, 1.0 ASV mic. _ ASV mic
R7 4.5 % 2.4 % 2.4 ° D4 90°, 0.5 ASV mic. y
RS 7.1 % 4.8 x 2.5 D5 120°, 1.25
RO 5.9 x 4.0 x 2.8 D6 150°, 1.75

21



PA — Data collection

High-quality flat-response
low-distortion loudspeaker

for playing bona fide data
ASV room )
Talker
SCLS’U %
D1 cooeeeerememsssseemseeeeessssnsbyssspsscsessesssssesssesesssenees -
‘@ D> & M2
MIM3

Detailed configurations

22



 Attacker factors (released)

PA — Data collection

* Attacker room S,

* Replay-device-to-ASV-mic. distance D’

Replay acquisition

Cond.

Room size
w X d x h(m)

Cond.

Device type

Sasv /

R1/rl
R2 / r2
R3 /13
R4 /r4
R5 /5
R6 / 16
R7 /17
R8 / 18
R9 / 19

8.0x80x24
6.0 x 5.0 x 2.3
6.6 x 5.0 x 2.4
7.5 X 7.7x2.6
7.2%x4.0x 2.3
4.5 x6.5%x 2.5
4.5x24x%x24
7.1 x 4.8 x2.5
5.9 x 4.0 x 2.8

Qasv,m

M1 | MPM-1000 (condenser)

M2 Uber Mic (condenser)

M3

iPad Air (MEMS)

Attacker room
S, QO Talker

Attacker mic.

Replay presentation

Cond. | Angle, Dis.(m)
D1 15°, 2.0
D2 45°, 1.5
| D3 75°, 1.0
Dy, D D4 90°, 0.5
D5 120°, 1.25
D6 150°, 1.75

ASV room
S eu B Replay device

23



PA — Data collection

Replay acquisition

 Attacker factors (FBA) Attacker room
. S, O Talker
* Attacker microphone Qg | ...
* Attacker-to-talker distance D, [ D,
* Replay device Qg ¢ I8 lj‘ 1
Qa,m
(- .
Room size Cond. Device type Attacker mic.
% | wodx hlm) | [ Gun | N | o A ey
RI /11 [80x80x24||/@m | \3)mi| iPadAir (MEMS) Replay presentation

R2 /12 | 6.0 x5.0x 2.3 [\

Dol | S B ASV room
D2 45°. 1.5 S su Replay device
b | D3m0 | e Q ..........
s 1 D4 90°, 0.5
D5 120°, 1.25
B D6 150°, 1.75 m
Cond. | Device type Cond. | Angle, Dis.(m)
52 SONY a2 45°,15
Qas | 3 | NEUMANN ||| D, | d3 75°, 1.0
s4 | GENELEC d4 90°, 0.5




lower is better

min t-DCF

PA results: ranking

100

-- ASV floor: 0.1291

BO1

B02

B0O3 B04

- 80

- 60

- 40

- 20

25

EER (%)



PA results: environmental factors

(top-10 submissions)

1.094 X X & X

OA
©)
£OX
OAX

AX
A X
AFX
OA X

0.8 7

| T
S <& &
=z 0.7 - e o
c l l A\ =
€ J_ L
0.6 AO/
0 CQCC-GMM Better ASV mic.
0.5 1 < | aLFcc-gMm %
LFCC-LCNN .
$ e BoviNe Closer to ASV mic.
o © Best submission 4
. R1 R4 R8 R3 R2 R6 R5 R9 R7 M1 M2 M3 D1 D6 D2 D5 D3 D4 Pooled
CM 19.77 25.10 29.74 28.81 28.89 28.00 31.25 32.66 27.03 27.68 29.25 28.47 30.42 30.97 27.07 27.82 2884 2593
EER [%] < . Cond. Device type . >
Larger ASV room size M1 [ MPAE-1000 (condenser) Closer to ASV mic.
Qasv,m | M2 Uber Mic (condenser) 26
M3 iPad Air (MEMS)




1.0 A

0.9 -

0.8 1

min t-DCF

0.6 -

0.5

0.4

CM
EER [%]

PA resultee

Eleplay aciqwsmon

r

0.7 7

X X X g X x % ® X X
o < @ 8 O é 6 < Qa,m
d Attacker mic.

room

L X

O X
OA X
O X

O AX

<& HIJ

©
Better attacker mic.
oCQCC-GMM , |
< LFCC-GMM ' . '
LFCC-LCNN Attacker mic. Better replay Closer to
oawiele | closer to victim  device ASV mic.
O Best submission . .
r1 r4 8 3 r2 6 5 9 7 mi m2 m3 d2 d3 d4 s2 s3 s4 D1 D6 D2 D5 D3 D4 Pooled
30.81 31.2 23.86 22.75 27.77 34.44 25.35 26.04 33.42 26.93 25.84 28.13 29.52 30.77 31.84
< Cond. Device( type ) Cond. | Angle, Dis.(m) Cond. De;ioce type >
. ml MPM-1000 (condenser d2 45°, 1.5 52 NY .
Larger attacker room size | c..| w2 | Uber Vi condenser) || b, | a3 | 710 || Qu.| 53 | NEUMANN Closer to ASV mic.
m3 iPad Air (MEMS) d4 90°, 0.5 sd GENELEC 27




PA results: hidden track

e Hidden track 1: simulated PA data e Hidden track 2: without silence
60

60

ot
)
]
ot
o
]

1N

)
]

N

)
]

[\
)
]
[\
)
]

EERs: Real replay (evaluation track)
S

EERs: Real replay (evaluation track)
S
|

10 1+ o~ Top 1-10 submissions 10 A Top 1-10 submissions
Other submissions o Other submissions
0 | | | | | 0 | | | | |
0 10 20 30 40 50 60 0 10 20 30 40 50 60

EERs: Simulated replay (hidden track 1) EERs: Silence fully trimmed (hidden track 2)

28
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VICTIM

-

N

ATTACKER
equipped
with voice
spoofing
tools

Speech deepfake

N)

SPOOFED DATA
(COMPRESSED)

AUTHENTIC
DATA

Real or
Fake?
(COMPRESSED)
\\» J/P}// COUNTERMEASURE

DIFFERENT / VARIED suitable for wide variety of

STORAGE FORMATS audio including

(e.g. different websites) compressed and
uncompressed.

* based on audio-data processed with different lossy compression schemes
typically used for media storage

* collected from several sources covering a large number of attacks.

30



DF - Conditions

Com preSSion Cond. Compression (Quality) VBR settings (kbps)
Methods:

No
compression

Single
compression —=

Double
compression
‘ Progress & Eval Set \

Audio data:

Conditions

ASVspoof / VCTK

31



EER (%)

DF results: ranking

B4 B3 B2 Bl

32



DF results: compression conditions

(top-10 submissions)

50 T O T T T T T 1) T
(O cacc-gmm
4 <] Lrec-GMm
40 b Q <€ LFCC-LCNN
< X RawNet2

35 ¥ <>Best submission
30

X X * q

&0 x| x

x X
T
& 4}%

15
10
5 -
0 | | | | | | | | |
none low_mp3 high_mp3 low_mda high_m4a low_ogg high_ogg mp3m4a oggmd4a
| \ J \ J
\ Y |
0 Single Double

compression

compression

compression




50

45

40

EER (in %)
N N w w
o w o w

-
w

10

(O cacc-gmm
<] Lrcc-GMm
< LFCC-LCNN
X X RawNet2
- 1 o Best submission
<3 P ! g
O I
|
&
y
5
ASVspoof VCC 2020 VCC 2018 Pooled
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50

45

40

EER (in %)
N oW
o o

N
o

10

DF results: vocoder type

(top-10 submissions)

I
5

<]

O Q 0O
VNI '

i S X

(O cqocc-GMM

<] LFcc-GMM

/¢ LFCC-LCNN

X RawNet2

<> Best submission

traditional DSP-based

neural_autoregressive neural_nonautoregressive waveform_concatenation

unknown
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50

45

40

EER (in %)
N oW
wn o

N
o

DF results: hidden track

(top-10 submissions)

O caocc-GMmm
<] LFcc-GMM
5}¢ LFCC-LCNN
X RawNet2

<> Best submission

e

O A

_X+*

4

With silence

Without silence
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Overall results

* On the progress set, the
reduction in min t-DCF
amounts to 42% and 32% on
the LA and PA tasks.

* On the DF task, EER was
reduced from 11.6% to 0.10%
during the progress phase,
which proven to be illusive
when the EER shoot up to
15.6% in the evaluation
phase.

min t-DCF

10 E

EER

—o— Logical Access
—e&— Physical Access

20 25 30
Days

—&— Speech Deepfake

Days

38




Statistical significance

* Pairwise significant test
* On the basis of EERs [7]

* Holm-Bonferroni correction applied

* Grey block indicates statistically
significant difference at a=0.05

e Otherwise, block is in white

BO2

BO1
BO4

BO3

Top2-4 submissions are not statistically
significantly different from each other

Top-1 submission is different from others

|

e

[7] Bengio, S. & Mariéthoz, J. “A statistical significance test for person authentication”. in Proc. Speaker Odyssey 2004.

€0d

LA

094

109

cod
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ificance
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20
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substantial improvements over baselines

performance close to the ASV floor (LA)
e despite new channel variability
» despite absence of training/dev data

challenges remain (esp. PA)
* meta-data (e.g. room conditions) might be needed to improve performance
* use of simulated data to learn classifiers capable of detecting real PA attacks

some gaps between performance for progress and eval. set (esp. DF)
e source dataset & compression quality are key factors

successful adoption of new format, inc. Codalab & leaderboard
encouraging results, despite increased difficulty
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