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Introduction

• Conventional automatic speaker verification (ASV)
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Cloned speaker

Introduction

• Risk in Conventional ASV
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Introduction

• Spoof-aware SV challenge [1]
• Purpose

• Bridge the gap between the study of ASV and CM systems, and corresponding research 
communities;

• Extend the ASV scenario to take spoofing attacks into account;

• Provided resources
• Pretrained ECAPA-TDNN [2]

• Pretrained AASIST [3]

• Our proposal
• Extending attention back-end to be spoof aware; (ensemble back-end model)

• Simulate the new spoofing-aware verification scenarios introduced in the Spoof-Aware 
Speaker Verification (SASV) challenge 2022.
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Review of Attention Back-end [4]
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• Model architecture
• Extract enrollment speaker embeddings

and testing speaker embedding 𝒒
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• Score calibration
• Logistic regression (LR) for score calibration

• Exploring intra-relationships among all enrollment 
speaker embeddings

• Scaled-dot self-attention (SDSA) [3]

• Stacking all enrollment speaker embeddings as 
matrix 𝑬.

• Aggregating a varying number of enrollment speaker 
embeddings by adaptive weights

• Feed-forward self-attention (FFSA) [4]
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• Trials sampling method for training
• Why: Introduce multiple enrollment process in 

training stage

• How:

Review of Attention Back-end
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 Negative pair: pairs marked by test trial=
, enroll=(                 ) of other speakers 
included in a mini-batch.

 Load speaker-balanced min-batch from 
dataset

 Rearrange the mini-batch to form trial pairs 
(testing, enrollments)

 Positive pair: test trial and enrollment data 
are from the same speaker, one test trial is 
selected from the speaker’s data, and the 
rest are left for enrollment. 

Consider zero-effort impostors (non-target speakers) only !
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Review of Attention Back-end
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• Loss functions
• A weighted sum of binary cross-entropy (BCE) loss and generalized end-to-

end (GE2E) loss 

• Binary cross-entropy loss

• Generalized end-to-end loss

Logistic reg.
（1-𝜆)*BCE+
𝜆 *GE2E

Label
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Spoof-aware Attention Back-end
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• Model architecture
• Enrollment part is same with original 

attention back-end

• CM branch

• Joint training by probability score fusion
A
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• Independent probability computation
• ASV branch
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Spoof-aware Attention Back-end

• Sampling strategy
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• Simulating SASV scenarios 😄

• Unbalanced positive and negative trials😢

 Load M speakers, K utterances per speaker, 
from dataset. Note one speaker in a mini-batch
has K/2 bonafide and K/2 spoofed audio files.

 Rearrange the mini-batch to form trial pairs 
(testing, enrollments)

 Positive pair: genuine test trial and 
enrollment data are from the same speaker, 
one test trial is selected from the speaker’s 
data, and the rest are left for enrollment. 

 Negative pair: pairs marked by test trial=
, enroll=(                 ) of other speakers or 
spoofing test trial included in a mini-batch.

Hard BCE loss function
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Spoof-aware Attention Back-end

• Loss function
• Hard binary cross-entropy loss

• Select all positive samples and use only the top N 
(N=100 in experiment) most difficult negative 
samples when computing the CE loss for backward 
propagation.
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Experimental Results

• Dataset
• ASVspoof2019 [1] LA train partition

• ASVspoof2019 LA development partition

• VoxCeleb2 [6]

• Pretrained models
• ECAPA-TDNN (ASV) [2]

• AASIST (CM) [3]

• Evaluation metrics
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Experimental Results

• Baseline systems---back-end fusion methods
• Score fusion: Sum score of ASV and CM module for decision.

• Embedding fusion: Embeddings extracted from the pretrained ASV and CM models are 
fused via a simple feedforward network with 3-layers MLP.
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Experimental Results

• Challenge result and analysis
• SOTA ECAPA-TDNN-based ASV model is 

vulnerable when attacked by spoofed data.

• Simply summing the ASV and CM scores can 
alleviate the vulnerability of the ASV model to 
some extent.

• Attention back-end model surpassed ECAPA-
TDNN. But it is also vulnerable to spoofing 
attacks.

• Extended attention back-end became robust to 
the spoofing attacks while preserving the 
original ASV performance.
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Experimental Results

• Post-challenge analysis
• Experimental setting

• Effect of attention mechanisms in the proposed model.

• Attention module is replaced by a simple averaging operation 
without any learnable parameters.

• Results and analysis
• SPF-EER is improved, which indicates the influence of CM on 

the final score seems to increase.

• The SV-EER and SASV-EER results degraded. It appears that 
the attention module for the enrollment utterances is also 
necessary to maintain good ASV performance and robustness 
against spoofing attacks.
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Conclusions

• Conventional ASV system is vulnerable to spoofing attacks.

• Ensemble back-end model using speaker and countermeasure embeddings 
can be robust to spoofing attacks while preserving the original ASV 
performance.

• In this paper, the score fusion and attention modules in the proposed 
spoofing-aware attention back-end model are complementary to realize best 
performance.
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