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* Model architecture
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e Conventional automatic speaker verification (ASV)
¢ Verification
(,. E H— Ssystem =P Yes
UL
- 27 >0

: non-target
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e Risk in Conventional ASV

b Verification
E H—' System

-» Yes
: ? _’I\/Iaybe

Yes!

SV-EER SASV-EER
Dev  Eval » Dev  Eval
ECAPA-TDNN 1.88 1.63 17.38 23.83

Table 1: Description of EERs. The system involves enrolment utterance(s) and a test utterance.
Enrolment utterance(s) is bona-fide (i.e. genuine) and test utterance belongs to either of the three

types.

Target Non-target Spoof
|[SV-EER + - |

[SASV-EER  + - - |
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» Spoof-aware SV challenge [1]

* Purpose

* Bridge the gap between the study of ASV and CM systems, and corresponding research
communities;

* Extend the ASV scenario to take spoofing attacks into account;
* Provided resources

* Pretrained ECAPA-TDNN [2]
* Pretrained AASIST [3]

e Our proposal
* Extending attention back-end to be spoof aware; (ensemble back-end model)

* Simulate the new spoofing-aware verification scenarios introduced in the Spoof-Aware
Speaker Verification (SASV) challenge 2022.
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e Model architecture

Extract enrollment speaker embeddings {e, es, ..., ex}
and testing speaker embedding q

Stacking all enrollment speaker embeddings as
matrix E.
Exploring intra-relationships among all enroliment
speaker embeddings

* Scaled-dot self-attention (SDSA) [3]

Aggregating a varying number of enroliment speaker
embeddings by adaptive weights
* Feed-forward self-attention (FFSA) [4]

Score calibration
* Logistic regression (LR) for score calibration

1 1
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* Trials sampling method for training

* \Why: Introduce multiple enrollment process in

training stage Table 1. Composition of pairs of (test-trial, enrollment-data) for

o . ) o training back-end model and ground-truth labels from mini-batch.
How: Load speaker balanced min-batch from A, B, and C are speaker IDs, and 1, 2, 3 and 4 are his or her audio

dataset IDs. v'and xdenote test and enrollment audio files, respectively.
- Rearrange the mini-batch to form trial pairs

(testing, enrollments)

- Positive pair: test trial and enrollment data
are from the same speaker, one test trial is
selected from the speaker’s data, and the
rest are left for enrollment.

- Negative pair: pairs marked by test trial= v’
, enroll=(X, X, X) of other speakers
included in a mini-batch.

A B C
1 2: 3 4 1 2 3 4 F 2 3 4 Test Enroll Label

Trials to be used for training

Consider zero-effort impostors (non-target speakers) only |
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* Loss functions

* A weighted sum of binary cross-entropy (BCE) loss and generalized end-to-

end (GE2E) loss p(q, h)

1) %
Logistic reg. (i f();EgEE+]7 Label

L = Agere + (1 — ) Loce

* Binary cross-entropy loss

1 2 3 4 1T 2 % 4 'FE 2: 3 4§ Test Enroll Label
Ehcc - - Z [I(z - ﬂ) l'ﬂg P(Qﬁma hnm) 2 v X X X qdal hAl P
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3. Spoof-aware Attention Back-end
* Model architecture
e Sampling method
* Score fusion

4. Experimental Results
* Dataset
* Baseline systems
* Challenge result
e Post-challenge analysis

5. Conclusions
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e Model architecture

* Enrollment part is same with original
attention back-end

* Independent probability computation

* ASV branch

HeY ., Pasl'(Qasm h‘) = 1

1+ exp -~ fesv
1
Y sk exp»-a(‘os(qu.u.h)-b'

Qau- > h
Cos a.utsh = T
(Gasws B) = 12 T TN

e CM branch

H™ : P (5em) = -

1+ exp~sem’
* Joint training by probability score fusion

1

P( Py Pasv) = m

1
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 Sampling strategy

Load M speakers, K utterances per speaker,
from dataset. Note one speaker in a mini-batch
has K/2 bonafide and K/2 spoofed audio files.
Rearrange the mini-batch to form trial pairs
(testing, enrollments)

Positive pair: genuine test trial and
enrollment data are from the same speaker,
one test trial is selected from the speaker’s
data, and the rest are left for enrollment.

Negative pair: pairs marked by test trial= v
, enroll=(X, X, X) of other speakers or
spoofing test trial included in a mini-batch.

e Simulating SASV scenarios
* Unbalanced positive and negative trials — Hard BCE loss function

Spoofing-Aware Attention based ASV Back-end with Multiple Enrolilment Utterances and a Sampling Strategy for the SASV Challenge 2022
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Table 1: Composition of triples of (test-CM-embedding, test-
speaker-embedding, enrollment-data) for training back-end
model and ground-truth labels from mini-batch. A, B, and C
are speaker IDs, and 1, 2, 3 and 4 are his or her audio index
and ones without underline indicate spoofed audio using TTS or
VC. v and xdenote test and enrollment audio files, respectively.

A B C
1 2 3 4 1 2 3 4 1 2 3 4 Label

Pairs to be used for training
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e Loss function

* Hard binary cross-entropy loss

* Select all positive samples and use only the top N
(N=100 in experiment) most difficult negative
samples when computing the CE loss for backward
propagation.
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* Dataset
* ASVspoof2019 [1] LA train partition
* ASVspoof2019 LA development partition
e VoxCeleb?2 [6]

* Pretrained models
« ECAPA-TDNN (ASV) [2]
e AASIST (CM) [3]

e Evaluation metrics

Table 1: Description of EERs. The system involves enrolment utterance(s) and a test utterance.
Enrolment utterance(s) is bona-fide (i.e. genuine) and test utterance belongs to either of the three

types.
Target Non-target Spoof
SV-EER + -
SPF-EER + -

SASV-EER + = .

source: https://sasvchallenge.github.io/pdfs/2022_SASV_evaluation_plan_v0.2.pdf
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e Baseline systems---back-end fusion methods
e Score fusion: Sum score of ASV and CM module for decision.

* Embedding fusion: Embeddings extracted from the pretrained ASV and CM models are
fused via a simple feedforward network with 3-layers MLP.
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e Challenge result and analysis

* SOTA ECAPA-TDNN-based ASV model is
vulnerable when attacked by spoofed data.

e Simply summing the ASV and CM scores can
alleviate the vulnerability of the ASV model to
some extent.

e Attention back-end model surpassed ECAPA-
TDNN. But it is also vulnerable to spoofing
attacks.

* Extended attention back-end became robust to
the spoofing attacks while preserving the
original ASV performance.

8/31/2022

Table 2: EERs (%) for the SASV 2022 development and evalu-
ation partitions. SASV-EER for all systems are calculated us-
ing the entire protocol that includes trials used to measure the
SV-EER (target vs. non-target) and those used to measure the
SPF-EER (target vs. spoof). Results are shown for a reference
ASV system (ECAPA-TDNN), the two baseline systems, and our
attention back-end with and without the CM modules.

SV-EER[%] SPF-EER[%] SASV-EER([%]

Dev Eval Dev Eval

Dev Eval

SASYV baselines [6]

ASV only 1.88 1.63 20.30 30.75 17.38 23.83
ASV-CM score sum 32.88 35.32 0.06 0.67 13.07 19.31
ASV-CM embed. fusion 12.87 1148 0.13 0.78 4.85 6.37
Attention back-end

ASV only [16] 1.54 1.42 19.81 29.62 16.78 22.91
Our method 141 1.32 0.61 1.14 0.81 1.19

Spoofing-Aware Attention based ASV Back-end with Multiple Enrolilment Utterances and a Sampling Strategy for the SASV Challenge 2022
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e Post-challenge analysis

* Experimental setting
» Effect of attention mechanisms in the proposed model.

* Attention module is replaced by a simple averaging operation
without any learnable parameters.

° ReS u ItS an d dnad IyS | S Table 3: EERs (%) for post-challenge analysis of the proposed

.. . .. . method. A system “w/o attention” corresponds to one in which
* SPF-EERisim proved, which indicates the influence of CM on the attention modules were replaced to a simply averaging op-

the final score seems to increase eration of multiple enrollment speaker embeddings.
 The SV-EER and SASV-EER results degraded. It appears that SVIREEL €1 | NEFCEER K] SV
. . cV va v va cV val
the attention module for the enrollment utterances is also Ourmethod | 141 132|061 114 [[08T 1.19
necessary to maintain good ASV performance and robustness [ wio aticntion(]2.09 1.97]/007 076 |j1.15 1.3

against spoofing attacks.
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e Conventional ASV system is vulnerable to spoofing attacks.

* Ensemble back-end model using speaker and countermeasure embeddings
can be robust to spoofing attacks while preserving the original ASV
performance.

* In this paper, the score fusion and attention modules in the proposed
spoofing-aware attention back-end model are complementary to realize best
performance.
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