Spoofed training data for speech spoofing countermeasure ICASSP2023
can be efficiently created using neural vocoders .o o nooma: Paper ID: 1658

NI

Introduction Copy-synthesis (CS) Bona fide TSIV

Data in
= Spoofing countermeasure (CM) real world TTS/VC data . Copy-synthesized data Assumptions:
Training set ' Audio [ N N Bona fide. i . CS data is closer to the bona fide.
— — ! : ! . . . . . ®
[] ! I|\|\|I|I | Frogt | Bac(:jk = Test set. Neural vocoder | | | Neural vocoder | — _ A tight decision boundary is learned.
: en en X : ] u : ; : o : : |
:\ . )L ) Spoofed | & -) reouetic mogel | | [Acoustic feature 3 Exploiting pairs of bona fide and CS data
e ! ] : extractor Training __ mini-batch -
f | S N\ ) ross
. set for CM
. . Input text or wav — CS Front | | Back | entropy
= A common practice: a training and a test set from a standard database end Il end ) ] loss
. .. _ _ _ %] Lok
= Can such a CM generalize? Not sufficiently good [1:2:3.4] = CSis TTS/VC with a “perfect” acoustic model. g M) _
* More training data? Building diverse text-to-speech (TTS) and voice | = CS data contains artifacts caused by vocoders. Hideen | HHEE SIS S (S:‘;ﬂterg’s'fﬁg
. T . | | feature tog 2 e i 6]
conversion (VC) is time-consuming: 6 months for ASVspoof 2019. = Vocoders are easier to train and fast to generate. A 1T TTT '°gSim(;;;;;;>+Sim<------)+§im(------) feature loss
= A more efficient way of creating spoofed training data? - Cosine similarity For
EXpe rlments & flndlngs Results Averaged over three training & evaluation runs Iraining criterion Lom Los + Lor
Data augmentation X RawBoost RawDBoost
CM configuration following our previous work [°] Equal error rates (EER, %) e s LAlo  Voc. LAlo Voc. LAl Voc. Voc
. ' _ ' Voc. Voc. Voc. Voc. Bona-spoof paired X X X X X X v
= Front end: wav2vec 2.0 (XLSR), fine-tuned with the back end LAl WF  Voc. Voc. Voc. Voc . 5 e 6 o 6 © 6
= Back end: linear layer, global average pooling, vanilla softmax ASVspoof 2019 test set = LA19eval 298 [44481 578 532 874 436 LA19eval 298 436 022 346 021 263 221
_ 2021 LA eval track — LA21eval 7.93 41.597 26.30 17.98 19.29 24.39 LA21eval 753 2439 3.63 16.55 3.30 16.67 17.90
Test sets: ASVspoof test sets, WaveFake (8], In-the-Wild P 2021 DF oval rack  —  DF2leval  6.67 2426 11.95 1154 971 13.31 DF21eval 6.67 1331 3.65 9.60 412 692  5.04
- . LA19 silence trimmed — = LA19etrim 15.56 31.62 23.29 16.16 14.99 9.52 »n LA19etrim 15.56  9.52 9.16 6.09 9.00 4.48 3.79
Training sets: 2021 LA hidden track — % LA21hid 28.80 27.60 2830 19.49 17.62 21.43 ® LA21hid 28.80 21.43 21.18 19.37 26.98 15.05 14.57
: - ' - 7 ' 23.62 26.18 22.01 13.92 13.50 16.99 % i : : .64 4. : : :
= ASVspoof 2019 logical access training set (LA19trn) %:Jeggkgl?gue)n ok T 51;2;1?;;(9 15,76 - | 3927 3405 17.10 10.89 = gzii?af{e ?ggé 1823 ;2.27 16.8279 52,22 i.(l)g ;.gg
+ WaveFake subset (WFtrn) | et un - OS5 reie — %
oo.le . - . . . . oole . . . . . . .
= Four training sets with LA19trn bona fide & CS spoofed data
. . Answers to question 1. iahli i .
= No autoregressive (AR) or DSP vocoder is used X Highlighted answers to question 2:
ID % Sor. % Bona. % Spoof. Vocoder type Vowder mammetme data. ¥ Training neural vocoders on the bona fide data (v3 & v4)  v(7) VS (6) and (4): contrastive feature loss
LALOtrn 20 2580 22,800 full-fledged TTS/VC v’ Pre-training + fine-tuning is better (v4) performed best on paired bona fide and CS data
WFtrn 1 3,930 15,720 HiFiGAN, MB-MelGAN, PWG, WaveGlow LJSpeech / - . ‘/® : tt t t t t = T b 4
Voc. vl HiFiGAN, MB-MelGAN, PWG, StyleMelGAN  LibriTTS / - x Not useful to CMs LFCC-LCNN and AASISTP! = arxiv IS competitive on most lest sets paper 1ap.
voc.v2 20 > 580 10399 HIFIGAN, Hn-NSF, NSF-HiFiGAN, WaveGlow LibriTTS / -
Voc.v3 LA19trn ’ ’ HiFiGAN, Hn-NSF, NSF-HiFiGAN, WaveGlow LA19trn bona. / - _ _ _ _
Voc.v4d HiFiGAN, Hn-NSF, NSF-HiFiGAN, WaveGlow LibriTTS / LA19trn bona. AnaIyS|S & flndlngs ; CO"CIUSlonS & fUtu re WOrk
Questions: |s there any recommended way to train neural Utterance embeddings on = Spoofed CM training data can be created Vocoders
vocoders? |s the supervised contrastive feature loss useful? WaveFake test set data by neural vocoders (D:N’:Sb
dldDasSes

= The trained CM well detected actual
spoofed data from TTS/VC using unseen
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