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ISO/IEC JTC1 SC37 Biometrics: ISO/IEC 30107: Information technology — Biometric presentation attack detection (2016)

Biometric technologies are vulnerable to Presentation Attack Instrument m

security systems Biometric characteristic or object used in a presentation attack.
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Table 1: Confusion matrix for spoof localization.
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(Please refer to the paper for calculating Range-Based
EER with an upgraded binary search algorithm.)

Database: PartialSpoof [1]

Using | (purple box)| range-based EER, or point-bpased EER with unseen and finer| = "_,,t“,
temporal resolutions compared with the training resolution. And considering range-| ;= ""'l“"
based EER when the training temporal resolution is unknown!
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= e Scori ng s Range-based and point-based EER (%) of multi-reso. CM in the eval. set of PartialSpoof.
g "= Each row represents the temporal resolution for training and shares the same predicted scores,
T module
Poolin while each column presents the temporal resolution for error measurement.)
- J Predicted Reso. of Range- Point-based EER
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module | ) Point-based EER 1s sensitive to the measurement resolutions.
Downsampling - ® Upper triangular —— : measurement reso. > training reso.
module R ® Diagonal: measurement reso. = training reso.
S======= |Scoring | S o “Underestimation”: Smaller value only means the task 1s easier and
[ a.n module does NOT mean that spoof localization 1s more accurate.
®* Lower triangular [ : measurement reso. < training reso.
Front-end
; Range-based EER can measure errors at a finer level.
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