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Summary In one slide

J Question: how ASV and spoofing countermeasure
(CM) should be fused theoretically?

1 Message: fusing ASV and CM != fusing ASVs (or CMs)
1 Methods

— Linear fusion of log likelihood ratios (LLRS) Bayesian
— Non-linear fusion of LLRs decision theory

] Results: both better than baseline, non-linear the best
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Background: spoofing CM
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Background: spoofing CM protecting ASV
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Background: spoofing-robust ASV (SASV)
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Background: spoofing-robust ASV (SASV)
d Approach 1: end-to-end
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Background: spoofing-robust ASV (SASV)
d Approach 2: fusion-based
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Question: how to properly fuse ASV and CM
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Question: how to properly fuse ASV and CM

d baseline approach ¢ung 2022)

NII

Ssasv = Scm T Sasv
:\.D:
t t
Spoofing CM ASV I|‘|I 11
7 (P)
I | ‘ | []
Jee-weon Jung, Hemlata Tak, Hye-jin Shim, Hee-Soo Heo, Bong-Jin Lee, Soo-Whan Chung, Ha-Jin Yu, Nicholas Evans, and Tomi 9

Kinnunen. 2022. SASV 2022: The first spoofing-aware speaker verification challenge. In Proc. Interspeech, 2022. 2893—-2897.



Question: how to properly fuse ASV and CM

[ baseline approach (ung 2022)

Ssasv — Sem T Sasv
| :é} |
‘ Spoofing CM ‘ ‘ ASV

? What to do if, say, Sem € [—100,100] Sasy € [—1,1]

Jee-weon Jung, Hemlata Tak, Hye-jin Shim, Hee-Soo Heo, Bong-Jin Lee, Soo-Whan Chung, Ha-Jin Yu, Nicholas Evans, and Tomi 10
Kinnunen. 2022. SASV 2022: The first spoofing-aware speaker verification challenge. In Proc. Interspeech, 2022. 2893—-2897.



Question: how to properly fuse ASV and CM

[ baseline approach (ung 2022)

Ssasv — Sem T Sasv
:é:
tanh
|
Sem € R Sasv € R
t |
()
Spoofing CM ASV : .||‘||.|.

? What to do if, say, Sem € [—100,100] Sasy € [—1,1]
? Why not normalize both, why summation ...

Any thoery to support the good pratice?

Jee-weon Jung, Hemlata Tak, Hye-jin Shim, Hee-Soo Heo, Bong-Jin Lee, Soo-Whan Chung, Ha-Jin Yu, Nicholas Evans, and Tomi 11
Kinnunen. 2022. SASV 2022: The first spoofing-aware speaker verification challenge. In Proc. Interspeech, 2022. 2893—-2897.



Answers by this work

d Fusion in SASV !=fusion in ASV (or CM) ensemble (sec.2.1)
= Spoofing CM and ASV are dealing with different pairs of hypotheses

= Adifferent theory is needed

K
P(Htar|X) Tltar tar
1 =1 - E [
1 P(HwX) 0 i e Fron (k)

Ssasv — Sem _|_ Sasv /
YV r Logistic regression —‘

Sasv € R Sasy € R
1 1

ASV subsystem ASV subsystem

2 (P)
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Answers by this work

d Fusion in SASV !=fusion in ASV (or CM) ensemble (sec.2.1)

= Spoofing CM and ASV are dealing with different pairs of hypotheses
= Adifferent theory is needed

We explain the practice in this talk
d Linear summation (S
= Bayesian decisi

= |n practice: calibration +

d Non-linear fusion
= Bayesian decisi

* the “opti

= |n practi

positional data analysis
of CM and ASV LLRs

ec.2.5)

theory (arxiv appendix)
I” solution to minimize a decision cost
. calibration & non-linear fusion
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Method 1: linear fusion in good practice

1 Score calibrations are needed
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Method 1: linear fusion in good practice

1 Score calibrations are needed

J LLRs should be summed

NI

I ()
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? summation, product
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Method 1: linear fusion in good practice

1 Score calibrations are needed

cim asSVv
J LLRs should be summed ? summation, product
SS&SV
tar.bf tar.bf
Il spf ( ) Il "hon. bf( )
:\-i_}:
‘ Calibration ‘ ‘ Calibration ‘

tar.bf tar.bf
Three data classes but Ssasv = ”rs?):‘ (33) T ”rnaorn.bf(w)
binary decisions! | Som = ||r§;;.bf(w) — Ilrf]j)rr-]l.)gf(w)/<\
(sec 2.2 and appendix) |
3 l F3 N
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Method 1: linear fusion in good practice

1 Score calibration — nothing new

Ir52 )

I

Calibration

Sem € R
T

Spoofing CM

Logistic regression (Morrison 2013)

tar.bf
”rnon.bf(w) — GScm _|_b_

estimate {a,b} on using hold-out data

N I I Geoffrey Stewart Morrison. 2013. Tutorial on logistic-regression calibration and fusion: converting a score to a likelihood ratio. Australian Journal of

Forensic Sciences 45, 2 (2013), 173-197.

Scikit-learn: https://scikit-learn.org/stable/modules/calibration.html
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Method 1: linear fusion in good practice

1 Score calibration — nothing new

Ir52 )

I

Calibration

Sem € R
T

Spoofing CM

Logistic regression

Generative calibration (Brummer 2014)

P(Sem|spf) P(Sem|tar.bf)

_-_'_'_,.r"-

1. choose a parametric distribution

2. estimate distribution para. on dev. set

tar.bf _ p(Scm [tar.bf)
3. compute lirg™ () = log = 5= s

N I I Niko Brummer, Albert Swart, and David Van Leeuwen. 2014. A comparison of linear and non-linear calibrations for speaker recognition. In 18

Proc. Odyssey, 2014. 14-18.



Method 1: linear fusion in good practice

1 Score calibration — nothing new

NI

I3 ()

I

Calibration

Sem € R
T

Spoofing CM

Logistic regression

Generative calibration

Many other methods exist
(Ferrer2022, Leeuwen 2013)

Luciana Ferrer, "Analysis and Comparison of Classification Metrics", arXiv:2209.05355, https://github.com/luferrer/CalibrationTutorial

David A. van Leeuwen and Niko Brimmer. 2013. The distribution of calibrated likelihood-ratios in speaker recognition. In Proc. Interspeech, 2013. 1619—

1623.
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Method 1: linear fusion in good practice

d Is linear fusion optimal for decision making?

= NO
SS&SV
tar.bf tar.bf
”rspf (33) /L ”rnon.bf(w)
I :\-i_}: I

Cost @ @
e Bl o | ome

See more In Sec2.5 E—

. ona fide [

& Appendlx unmatched ﬂ I 0

Spoofed & Cfa 0

NI
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Method 2: non-linear fusion Is better

d Non-linear fusion minimizes the cost

Ir tar.bf

— _1 S — Fhon. bf ”rga;.bf — :
Ssasv — 0g (]— ;0) + PE P for Cfa=Cmiss

tar.bf tar.bf
lIr spf ( ) I ”rnon.bf(m)
| » fuse | |
Cost @ @
Bona fide Py 0 Crmiss
. matched =4
See more In Sec2.5 E—
. ona fide [
& Appendlx unmatched ﬂ I 0
Spoofed & Cfa 0
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Method 2: non-linear fusion Is better

d Non-linear fusion minimizes the cost

tar.bf tar.bf
Ir — et }

Ssasv — — lOg {(1 T /0) I b =+ peE

Iy tar. bf( ) I ”rtar.WA

for Cfa=Cmiss

Fopf non.bf \<L Asserted spoofing
» fuse | prior (Kinnuen 2023)
Calibration Calibration
| |
Sem € R Sasv € R
t 1
2 (")
Spoofing CM ASV : u||‘|mu
7(P)

Tomi H. Kinnunen, Kong Aik Lee, Hemlata Tak, Nicholas Evans, and Andreas Nautsch. 2023. t-EER: Parameter-Free Tandem Evaluation of 29
Countermeasures and Biometric Comparators. IEEE Trans. Pattern Anal. Mach. Intell. (2023), 1-16. https://doi.org/10.1109/TPAMI.2023.3313648
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Method 2: non-linear fusion Is better

d Non-linear fusion minimizes the cost

” tar.bf ”rtar.bfi|

Sgasv — — log |:(]_ — p) Fhon.bf + pe spf

tar.%;

for Cfa=Cmiss

tar.bf :
lIr s?):f () I 1o bf (2 Asserted spoofing
» fuse | prior (Kinnuen 2023)
Calibration Calibration
| | A general form of
Sem € R Sasv € R
oy WYy ASV (p = 0) or
:CM(p=1)
Spoofing CM ASV — e

7(P)
.||‘||.|.

Tomi H. Kinnunen, Kong Aik Lee, Hemlata Tak, Nicholas Evans, and Andreas Nautsch. 2023. t-EER: Parameter-Free Tandem Evaluation of 23
Countermeasures and Biometric Comparators. IEEE Trans. Pattern Anal. Mach. Intell. (2023), 1-16. https://doi.org/10.1109/TPAMI.2023.3313648
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Method 2: non-linear fusion Is better

d Non-linear fusion minimizes the cost

” tar.bf

tar.bf
Ssasv — — log {(1 — ,0)6 fnon.bf - pe spf } for Cfa=Cmiss

| Ei?m I | ”raaorﬁm Asserted spoofing

prlor (Kinnuen 2023)

—IlIr

Calibration Calibration
| A general form of
Sem € R
oy ASV (p = 0) or
. CMp=1)
Spoofing CM ASV T .....
2 (P) f A general form of

[ Gaussian fusion
(Todisco 2018)

Massimiliano Todisco, Héctor Delgado, Kong Aik Lee, Md Sahidullah, Nicholas Evans, Tomi Kinnunen, and Junichi Yamagishi. 201c )
presentation attack detection and automatic speaker verification: Common features and gaussian back-end fusion. In Proc. Interspeech, 2018. 77-81. 24




Demo on toy data set
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Demo on toy data set
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Demo on toy data set
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Recap the practices

Linear fusion

Non-linear fusion

tar.bf tar.bf __||gtar-bf
Ssasv — ” naorn bf _I_ ” S;rf SS&SV — log (1 - IO) non bf —I_ pe
tar.bf tar.bf
lIr spf ( ) I IIrnon.bf(ac)
» fuse [
Calibration Calibration
| |
Sem € R Sasy € R
| |
2 (")
Spoofing CM ASV .||‘||.|.
7(P)
|||‘|||||
N" All are supported by decision theory 28
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Experiments
4 Data

= SASV 2022 challenge database, official protocols (Jung 2022)

d Systems

= All use pre-trained ASV and CM from SASV 2022 B1 (Jung2022)
= Systems differ in score calibration & fusion

L Misc

NI

= Training & evaluation in six rounds
= Averaged results are reported

Jee-weon Jung, Hemlata Tak, Hye-jin Shim, Hee-Soo Heo, Bong-Jin Lee, Soo-Whan Chung, Ha-Jin Yu, Nicholas Evans, and Tomi
Kinnunen. 2022. SASV 2022: The first spoofing-aware speaker verification challenge. In Proc. Interspeech, 2022. 2893-2897.
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Experiments worse [l better

ID Bl  Bilc L2  L2c L3  L3c || Biv2 Post
Fusion linear linear non-linear
Calibration X v X v X v X X SASV-
SASV-EER (%) 20.46 273 331 156 144  1.43 1.60  1.55 FER
conf. ( =5%) £0.40 +0.27 +£0.31 +£0.23 £0.23 £0.23 || £0.22 £0.24 (Jung2022)
Cllr 217 1.09 104 0.14 018 0.16 0.96 0.84 |
Clirpin, 052 011 013  0.07  0.06  0.07 0.08  0.07 other
Cllr e 1.64 098 091 007 011  0.10 088 0.78 [ :
ealib metrics
t-EER (%) 210 210 1.68 1.68  1.68  1.68 2.19 221 _

\ ] \ J
| |

Systems with different fusion & From other
calibration methods papers

NII 30



Experiments

ID Bic

Fusion linear
Calibration v
SASV-EER (%) = 2046  2.73
conf. (a« =5%) +0.40 +£0.27

L2c

linear

v

1.56
+0.23

/

No
calibration
/
Ssasv — Scm T Sasv
e
A4
Sem € R Sasy € R
4 4
CM ASV
NI baseline

\

S

calibration
™~

SS&SV

e

log.reg. + Gaussian

D¢

Gaussian +
logistic reg.

Gaussian +
logistic reg.

TAV_ — T

log.reg.
calibration
N\
SS&SV
A
I i v |
logistic reg. logistic reg.
calibration calibration
CM ASV

CM

ASV

good linear fusion

good linear fusion 31



bona fide matched

EX p er | m en tS bona fide unmatched

spoofed

20 = 20 .
2 8
- — - (4]
o 10 5 10 g
o o c_;
b S - o
> o o
D) o) -
< O =i
» —10 1 >
-
Z. <
< 20 T
() 0 20
CM score (calibrated)
SS&SV SS&SV
I :é: | I :é: |
logistic reg. logistic reg. Gaussian + Gaussian +
calibration calibration logistic reg. logistic reg.
Ucm - AN JaSV = IS Ucm — AN JASV = IS
CM ASV CM ASV CM ASV

N " baseline good linear fusion good linear fusion 32



bona fide matched

EX p er | m en tS bona fide unmatched
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Experiments

ID L2c L3c || Biv2  Post
Fusion linear non-liear (Jung (Zhang
o — 2022) 2022)
Calibration v v H X X
SASV-EER (%) 1.56 1.43 1.60 1.55
conf. (o = 5%) +0.23 +0.23 || £0.22 +0.24
The difference Is small on this database
8 04- g 0.4 -
good linear g e good non-
fusion g 3 027 linear fusion
0.0 = 0.0 == T
20 0 20 20 0 20
SASV score SASY score

Jee-weon Juriwfg
speaker ver

NI

ication challenge. In Proc. Interspeech, 2022. 2893-2897.
You Zhang, Ge Zhu, and Zhiyao Duan. 2022. A Probabilistic Fusion Framework for Spoofing Aware Speaker Verification. In Proc. Odyssey, June 28, 2022. ISCA, 77-84.

Hemlata Tak, Hye-jin Shim, Hee-Soo Heo, Bong-Jin Lee, Soo-Whan Chung, Ha-Jin Yu, Nicholas Evans, and Tomi Kinnunen. 2022. SASV 2022: The first spoofing-aware
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Main messages

d Fusion SASV !=fusion of ASV or CM ensemble
d Linear and non-linear can be suppored by theory
d Calibration affects discrimination

SS&SV
tar.bf tar.bf
”rspf (CIZ) I Iy Mon. bf( )
» fuse |
Calibration Calibration
[ |
Sem € R Sasy € R
t |
2 (")
Spoofing CM ASV « .||‘||.|.
2 (P)

NII 5




Pointers
 Evaluation using the same Bayes decision cost

Hye-jin Shim, Jee-weon Jung, Tomi Kinnunen, Nicholas Evans, Jean-Francois Bonastre,
and Itshak Lapidot. 2024. a-DCF: an architecture agnostic metric with application to
spoofing-robust speaker verification. In Proc. Odyssey, 2024. 158-164.
https://doi.org/10.21437/odyssey.2024-23

d SOTA ASV is not robust to spoofing attacks

Jee-weon Jung, Xin Wang, Nicholas Evans, Shinji Watanabe, Hye-jin

Shim, Hemlata Tak, Sidhhant Arora, Junichi Yamagishi, and Joon A4-05.5
Son Chung. 2024. To what extent can ASV systems naturally .
defend against spoofing attacks? In Proc. Interspeech, 2024. .

d The non-linear fusion has been used by many teams in
ASVspoof 5 challenge

NII 36



Thank you

.................................
o o Spoofing Countermeasures Challenge
oo

e
LN N J ® ® ® [ ] @ ®

Code & Jupyter notebook Appendix

step-by-step explanation theory in detalls ASVspoof
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Fusing CM & ASV is special
A single ASV

H,.. P(H,,, maitch
o 2@ Hiar) o P(Hiar}—
p(x|Hyon) P(Hpon ™ not match
decision
scoring
p(a? Htar)
log p(x|Hnon)
1
2(7)
ASV ||‘|| |
f

N I I Assuming a 1-0 decision cost 38



Fusing CM & ASV is special

d Fusing ASV, face recognition, and other biometrics

. e p(wk’Hnon) P(Hnon)
decision t
. :r-ll-\:
Scoring =/
p(x1|Hyar) (2| Hear)
log p(wl |Hn0n) 1Og g(mlenon)

E—' Face recognition ASV < | ‘ 1
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Fusing CM & ASV is special

d CM and ASV are dealing with different hypotheses

NII

decision k
scoring |
p(m | Hbon)
log @ o) T
CM ASV
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Fusing CM & ASV is special

J We have three classes of data in two

separate hypothesis testings .
(Hfake‘E)
{Hfakea Hreal—diffa Hreal—match} L - i(Hreal_diff|E)
= o~ ¥ p(Hreal-match|E)
PN = N
Simplex

EER B e [
| g 3 Isometric-log-ratic
> @ 4 = o P1

e

Optimal way using ternary
hypothesis testing P(E|Htaxe) P(E|Hrear-aizs) P(E|Hrea1-natcn)

NII 4




Fusing CM & ASV is special

J We have three classes of data in two

separate hypothesis testings .
{H H ‘ H } p(Hfake‘E)
‘ fakea real-diffy £4real-match L P(Hpear-aiss | E)
H , > | p(Hreal—match|E)
I = 4 Simplex
Bayes' rule
~ 1 p(E’Hreal—match) p(E‘Hreal—match) ) ﬁ2 Y
p2 = —= [log + log } ‘ &
\/6 p(E‘Hfake) p(E‘Hreal—diff) /\ IsometrIC_log_ratlo
1

B-SE B0

log likelihood ratio log likelihood ratio
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