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Introduction Experimental Design & Results Visualization
* Most deepfake detectors use ConvNets as feature extractors. Backbones Datasets
Backbone Architecture | Way of training | Dataset(s) Images Annotations Seen dataset: A mixture of
« The community is hesitant to use large ViTs: EfficientNetV2 Large | ConvNet | Supervised | ImageNet-2IK ~ 14M _ Image classes Real
. . DeiT III L/16-LayerScale Transformer Supervised ImageNet-21K 14M  Image classes e 2 real datasets & real parts of DF datasets.
* Need extensive data to train. . LAION-2B & .
EVA-02-CLIP-L/14 Transformer Supervised COYO-700M 2B Image-text pairs
: C : : . e A P "0 5 OM T « 6 popular GAN-based deepfake datasets.
* Suboptimal generalization with small- and medium-size datasets. MAE ViT-L/16 Transformer | Self-supervised | ImageNet-1K 13M ~ Not used FaceSwap
] . ] . DINO (various versions) Transformer Self-supervised ImageNet-21K 14M  Not used Unseen dataset: Diffusion-based deepfakes
i Recently, ViTs trained with SSL stragerles demonstrated remarkable DINOvV?2 (various versions) | Transformer Self-supervised LVD-142M 142M  Not used dataset
performances: - ,
. : oz (22) = Size & structure:
» Robust feature extractors = Applicable for deepfake detection? l l l i | @ o g 1 n = Real
Exolicit " tation > Exolanation & localization? o e o |~ Jom T SnEEs L f EEReS Type Real  Fake Total
° ‘ : y —>. encoder —> decoder B > y - -
Xp ICIT SemanticC Segmen ation Xp anation ocalization i rtengn ] < [eachergn ==Eﬂ== L ==tar=6t== TI’alIllng 44,037 55,963 100,000
« Strong transfer learning across various downstream tasks > i EeEnEn () () n = Validation 13,200 13,000 26,200 FaceSwap
Better generalizability? | ] o © - Test 10,000 11,000 21,000
CLIP: DINO: MAE: Validation (unseen) 1,900 10,700 12,600
Constrastive image-text pairs Self-distilation with no labels Predicting masked patches Test (unseen 900 3.600 4.500
Methodology (unseen) ’ ’
Overview: Results on seen dataset 1 Cem waEvTLIG
* Approach 1: Generalized form of the recent DFD approaches. - Performances on some real sets are poor because of false positives: o Deeptkes
« Approach 2: Leveraging the strong transferability & segmentation e : .
PP : sing & Y & « Distributions of real videos are diverse. ~ .
of SSL ViTs. S
. ° _ ° . ° ° ° o‘
Comparative study: Low-quality deepfake videos = Artifacts are destroyed = Decision boundary moved. = e
« ConvNets vs. ViTs. « Approach 2 (partial fine-tuning) is better than approach 1 (frozen backbone with adaptor). ]
* Supervised vs. unsupervised. « SSL ViTs > Supervised ViTs > Supervised ConvNets. n
* Frozen backbone with adaptor vs. partial fine-tuning. : : . . Deepfakes
P P & ° Flne—tunlng about %2 of DINOv2 gIvesS the optlmal performances. 12345678 91011121314151617 181920
: Number of fine-tuned blocks (k) , , 'R
Model k , FF++ FF++ FF++ FF++ FF++ FF++ DFD DFD  Vid- DF- Vox- YI- DFDC DFDC GANs | Acc. EER HTER| | 7~ e
| ' Real DF F2F FS NT FSh Real Fake TIMIT TIMIT Celeb2 DF  Real Fake | = =
! Approach 1 | P2
i EfficientNetV2 Large 4 16090 8470 8340 79.50 7530 8350 61.00 8550 5975 6790 9262 6740 5400 7160 9555 | 7850 2171 21.62
| DeiT III L/16-LayerScale | 4 |, 38.80 88.00 87.10 81.60 8220 8270 37.60 92.00 9345 3990 99.68 53.10 5720 6220 9570 |79.96 19.77 19.96
| (EVA-02-CLIP-L/14 | 4 15040 9740 90.80 9320 80.80 90.30 44.50 9720 83.30 6640 9982 3190 57.10 8390 9990 |83.30 1651 16.77 £
! MAE ViT-L/16 4, 4720 9750 9370 9420 91.00 97.70 | 5420 98.40 91.75 7190  99.70  85.00 53.70 8290 99.90 |88.06 11.90 12.14 .
Patch embedder J  Patch embedder DINOV2 ViT-L/14-Reg | 4 ' 7240 9460 87.00 8930 7650 89.40 6940 9830 9680 4620 9970 67.30 7770 7600 99.85 |87.42 1198 1241 Repaint-
: Approach 2 |
Pre-transformer Pre-transformer EfficientNetV2 Large I 16500 9460 89.00 8930 8410 9050 2290 9150 99.20 6040  99.16 62.50 7240 6890 9725 | 8475 1505 1522 . .
block | block DeiT III L/16-LayerScale | 1 |, 56.90 97.00 89.50 89.90 84.10 86.50 33.40 95.00 9635 18.60 99.08 5650 6640 79.00 97.25 |82.64 1721 17.28 Images & ground-truth segmentation maps. ~ Partially fine-tuned DINO Original DINO
: (EVA-02-CLIP-L/14 | 1 15350 9750 9270 9240 83.30 9240 6240 9880 96.55 6290  99.26 8220 64.00 84.60 99.00 | 8829 1177 11.77
S —— | Transformer MAE ViT-L/16 1 776360 9810 91.70 9420 8570 9190 6450 97.20 96.00  71.30 ~ 9970 = 75.10 7230 8470 9845 |89.65 1034 10.35 C | . & F W k
i DINOV2 ViT-L/14-Reg 1 17560 9720 9280 9480 81.60 9340 30.80 99.60 99.75 6270  99.74 7690 7490 86.10 99.85 |88.78 1132 11.26 onclusion uture or
blOk L ! b1°k L MAE ViT-L/16 15, 80.50 9920 94.10 93.50 90.30 95.80 77.60 99.70 99.70  77.30  99.92 85.10 81.50 8420 99.25 | 93.16 6.88  6.81
! DINOv2 ViT-L/14-Reg | 11 ' 85.10 98.60 94.30 9540 89.70 9720 67.50 99.60 99.85 9240  99.86 86.80 88.10 89.00 99.65 | 9438 5.63  5.64 .
Transformer ! Conclusion:
block n - k : Transformer | ——
; block n - k Results on unseen dataset »  Backbone: SSL ViTs are better than supervised ConvNets
BT il : Model k | Threshold | Real Repaint Repaint LaMa Pluralistic | Acc. TPR TNR EER HTER * Most of the behaviors are similar to A . . . .
' . n appropriate SSL training strategy is needed (DINOV2 is better
blockn -k - 1 | Transformer : : P2 LDM those on the seen dataset. PProp & 8y (
: ! block n Approach 1 | | than MAE).
Featurc W EfficientNetV2 Large 4 1 0.6355 '47.89 5289 5578  49.11 56.67 |5247 4789 5361 4922 4925 . : .
. i ——r DeiT Il L/16-LayerScale | 4 , 0.9983 | 52.89  52.67 56.44 4444 52.67 51.82 52.89 5156 47.83 47.78 DINOv2 is the absolute winner « Partial fine-tuning the backbone is better than using adaptors
! ost-transformer EVA-02-CLIP-L/14 41 00737 6344 4300 5244 3122 5122|4827 6344 4447 4575 46.04 . , ;
e : block MAEVITLIG i 09385 75600 3302 T 6a78 T 1993 T 6467 5120 36007 5000 4731 ~ 47.00 | SSL DINO: employs strong data with a frozen backbone.
block n : DINOV2 ViT-L/14-Reg | 4 ' 00759 ' 6044 5300 6689 4311 7089 |58.87 6044 5847 40.67 40.54 augmentations - More robust to Future work:
Adaptor : o Approach 2 | | unseen deepfake. ’
| . Final linear EfficientNetV2 Large I 05479 16300 5022 53.89  65.78 64.89 59.56 63.00 58.69 39.58 39.15 L . . .
! DeiT I L/16-LayerScale | 1 | 09999 | 5600 5856 6956 3956  69.56 |58.64 5600 5931 4256 4235 . SSL MAE: use little or no data * Improve deepfake localization with the self-attention mechanism
| _EVA-Q2-CLIP-L/14 | 1 1 05999 14544 7111 8344 1222 8211 [58.87 4544 62.22 4520 46.17 | : (without grond truth).
| MAE VIT-L/16 7701769 16544 " A71 T 758227 T 1367 71.00 [51.00 6544 4750 4422~ 4353 augmentations - Less robust. 8
| _DINOV2 ViTL/I4-Reg | 1 © 09980 15078 7022 7822 6500 8678 [7020 350.78 75.06 36.28 37.08 iy e o « Explore SSL on unlabeled deepfake datasets.
Approach 1 ! Approach 2 MAE ViT-L/16 157708048 | 6989  50.78 6889 2256 7644 [5771 69.80 54.67 3756  37.72 - However, generalizability is still a P P
Adaptor ' Partial fine-tuning DINOV2 ViT-L/14-Reg 11 1 0.7418 ' 7022  53.22 7322 93.00 74.56 72.84 7022 73.50 27.61 28.14 challenging problem! - Improve generalizability.

Inter-University.ResgarchInstitute.Corporation S\ IEEE International Joint
N I I Research Organization of Information and Systems 4}‘ nthY@nllaCJp @ honghuy127g|thub|0 |@ ernational Joli

AN Conference on Biometrics

National Institute of Informatics




