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Introduction
• Text-to-speech tools with voice-cloning capability are widely available as open-

source distributions or commercial services.

• Research on audio deepfake detection focuses mostly on passive protection using
machine learning methods, which is also referred to as speech anti-spoofing.

• EU AI Act (article 50) will require marking AI-generated content

• Can speech synthesis take active measures to make synthetic speech easier to
detect?

Watermarking for generative models

• Watermark requirements include perceptual transparency, capacity, com-
putational cost, and robustness.

• Typical watermarking methods are separate from generative methods, and the
watermark is applied as post-processing.

• In open-source settings, separate watermarks are often trivial to disable.

• Detection can be seen as a zero-bit watermark

Collaborative watermarking

Generator

Discriminator Observer

Mel-spectrogram

Real/Fake

HiFi-GAN

Copy grad

Real/Fake

Decoded
waveform

Watermark detector

Real
waveform

Collaborator

Real/Fake

Generated
waveform

Codec
detach

Codec

Fig. 1. Generated speech can be detected by either a passive Observer or an active Collaborator. Watermark detection is made more robust against codecs by
approximately differentiable channel augmentation required for passing gradients to the generator in collaborative training.

II. RELATED WORK

Watermarking methods have various applications, and the specific
application guides what trade-offs should be made with robustness,
perceptibility, and capacity [20]. For disclosing generated content, ro-
bustness is highly important, and watermark should be imperceptible
enough not to hinder the primary use of generated content. However,
useful capacity can potentially be as low as zero bits for a binary
real/fake detection [18], i.e., the watermark is present if a sample is
detected as fake.

Classic signal processing-based audio watermarking techniques
include spread spectrum [21], phase coding [22], echo hiding [23],
spectral patchwork statistics [24]. However, DSP watermarks are
susceptible to removal with audio codecs, since watermarks often
use similar perceptual models for information hiding as codecs use
to discard information.

Robustness to codecs is of continued interest in neural audio
watermarking methods. While earlier work did not include codecs
in their robustness evaluation [12], [25], WavMark [13] includes
one specific codec configuration: the system is quite robust to MP3
coding at 64kbps, with bit error rates between 0.0% and 2.43%
on various datasets. Meanwhile, MaskMark [14] demonstrated high
robustness to a traditional speech codec (OGG-Vorbis, unspecified
at bitrate or quality level), while leaving room for improvement
with neural codecs EnCodec [26] and DAC [27]. More recently,
SilentCipher [15] proposed using gradient copying to create a pseudo-
differentiable codec for training time augmentation. This achieved
both high robustness and imperceptibility for MP3, OGG (which is
a container format, no codec was specified), and ACC, at bitrates
64kbps, 128kpbs, and 256kbps.

III. METHOD

The overall framework in this paper is similar to the collaborative
watermarking scheme proposed earlier in [18]. The main differences
are introducing black-box DSP and differentiable neural codecs as
the channel augmentation (detailed in section III-B and updating the
watermark detector model (section IV-B).

A. Collaborative training

System overview for collaborative watermark training is shown in
Fig. 1. Based on HiFi-GAN [28], a Generator network attempts to
generate synthetic speech, given a mel-spectrogram as input. Other
detector networks attempt to distinguish between the real samples
and generator output. Depending on the Generators objective relative
to the detector, the detector takes one of three roles

1) Discriminator attempts to classify between real and generated
waveforms, while the Generator attempts to fool the discrimi-
nator. Discriminator and Generator are adversaries.

Discriminator training follows the typical generative adversarial net-
work (GAN) [29] setting. Watermark detectors also attempt similar
classification, and are introduced as a third player in one of the two
following roles:

2) Observer attempts to passively classify between real and
generated waveforms. However, no gradients are passed to the
generator and the Generator is agnostic to the observer. This
corresponds to classic anti-spoofing countermeasure training.

3) Collaborator attempts to classify between real and generated
samples, and the generator is actively trying to help the detector.

Previous work [18] used baseline models from the ASVspoof 2021
challenge [6] as detectors. In this paper, we upgrade the detector
model to AASIST [30].

B. Gradient approximation for codecs

Neural network training requires non-zero gradient flow through
the system, but some operations disrupt the gradient and require
special treatment. Typical examples of such operations are related
to learning vector quantized codebooks in discrete representation
learning [31] and neural speech and audio codecs [26], [27], [32],
and audio codec gradient approximation [15].

Copying gradients is implemented with the straight-through esti-
mator [33] using the following expression:

x̃ = x̂ + x → ↑x↓, (1)

where x is the raw waveform, x̂ is the decoded signal waveform, and
↑·↓ is a detach operation that stops the gradient flow for backward
pass. On forward pass, x and its detached copy ↑x↓ cancel out
numerically, resulting in only x̂ passing forward. On backward pass,
the expression in Eq. 1 effectively copies the gradient from x̃ to x:
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because gradients are zeros for the non-differentiable terms ωL/ωx̂
and ωL/ω↑x↓.

IV. EXPERIMENTS

A. Dataset

All experiments in this paper use the LibriTTS-R [34] dataset.
LibriTTS-R is a large-scale multi-speaker English dataset derived
from openly available audiobooks and uses audio restoration tech-
niques to ensure a consistent audio quality over the full dataset.

A Generator model takes a mel-spectrogram as input and outputs a corresponding
synthetic speech waveform. Detector models all try to classify between real and
generated speech, and the training dynamics change based on which role the clas-
sifier takes:

1. Discriminator is adversarial to the Generator. The Generator attempts to fool
the discriminator into classifying generated samples as real.

2. Observer acts as a passive detector. Gradient flow from the Observer to Gen-
erator is detached. This corresponds to traditional ASVspoof countermeasure
training.

3. Collaborator shares its objective with the Generator. The pair attempt to dis-
cover a watermark that is embedded into the generated signal to aid in the bi-
nary classification task, while not hindering Generator’s other objectives.

Experimental setting

• Generator and Discriminator are from HiFi-GAN, fine-tune a pre-trained model

• Detector is AASIST, fine-tune a pre-trained model

• Use straight-through estimator to get gradients for classic codecs (MP3 and
OPUS) and DAC as a neural audio codec

Results
How and what to read in the results table
• Detection Equal Error Rate (EER), don’t look at the numbers, look at the color
• Columns are training conditions, Rows are test conditions

• More compression is challenging, look at rows with same codec at different rates

• Collaborative training helps, look at neighboring columns marked o for Observer
and c for Collaborator

• Augmentation helps, compare the None column to various codec augmentation
columns

Listening test

• Evaluate quality of clean vocoded speech using a mean opinion score (MOS) test

• Observer models correspond to fine-tuning the generator, augmentation has no
effect by definition

• Collaborative detection through codecs has no significant quality impact at high
bitrates and DAC

• Quality degrades when the model attempts to be robust at lower rate codecs

• With multiple bitrates quality is determined by the worst case (lowest bitrate)

TABLE I
EER (%) OF EXPERIMENT SYSTEMS. COLUMNS AND ROWS CORRESPOND TO TRAINING AND EVALUATION CONDITIONS, RESPECTIVELY. A DARKER
CELL COLOR INDICATES A HIGHER EER VALUE. LETTERS ‘O’ AND ‘C’ DENOTE OBSERVER AND COLLABORATOR TRAINING MODES, RESPECTIVELY.

BITRATE (KPBS) IS SHOWN FOR CODECS USING A FIXED BITRATE, AND QUALITY SCALE (Q) IS SHOWN FOR CODECS WITH VARIABLE BITRATES.

codec None DAC MP3/Opus

bitrate - 8 16 32 64 128 all

o c o c o c o c o c o c o c

None - 1.53±0.3 0.29±0.1 2.75±0.4 0.00±0.0 33.16±0.9 3.66±0.5 9.39±0.6 14.95±0.9 3.43±0.4 0.17±0.1 1.28±0.2 0.85±0.3 3.91±0.4 4.44±0.5
DAC 8 35.85±1.0 24.29±0.9 5.09±0.5 0.00±0.0 32.81±1.0 3.97±0.5 27.54±0.9 24.68±0.9 34.46±0.9 75.54±1.2 34.03±0.9 10.03±0.6 20.86±0.8 5.62±0.5
OGG-Opus 16 53.42±1.0 41.53±1.0 34.67±0.9 31.73±0.9 37.09±1.0 5.17±0.6 37.46±1.0 36.49±1.3 47.07±1.0 89.91±0.9 44.88±1.0 41.39±0.9 40.65±1.0 10.50±0.7
OGG-Opus 32 21.75±0.8 9.18±0.6 14.55±0.7 0.72±0.2 34.30±1.0 4.01±0.5 19.29±0.9 14.76±0.9 17.12±0.8 4.09±0.4 20.55±0.8 6.74±0.5 13.64±0.7 6.59±0.6
OGG-Opus 64 4.55±0.4 0.45±0.1 5.31±0.5 0.00±0.0 33.12±1.0 3.62±0.4 10.90±0.7 13.93±0.8 5.79±0.6 0.29±0.1 3.45±0.4 0.70±0.2 5.40±0.5 4.78±0.5
OGG-Opus 128 2.27±0.3 0.21±0.1 3.12±0.4 0.00±0.0 33.24±1.0 3.62±0.5 9.32±0.6 14.58±0.8 3.85±0.5 0.14±0.1 1.61±0.3 0.79±0.2 4.07±0.4 4.44±0.5
MP3 16 49.70±1.0 48.42±1.0 30.72±0.9 6.82±0.6 34.46±1.0 4.82±0.6 36.28±1.0 78.89±1.1 48.56±1.0 79.18±1.2 48.34±1.0 52.82±1.0 37.25±0.9 8.39±0.7
MP3 32 31.96±1.0 11.49±0.7 12.16±0.6 0.52±0.2 33.64±1.0 4.07±0.5 21.73±0.9 16.13±0.8 26.32±0.9 28.76±1.2 26.24±0.9 6.59±0.5 19.14±0.8 6.00±0.6
MP3 64 6.26±0.5 0.79±0.2 4.80±0.4 0.04±0.1 33.33±0.9 3.91±0.5 12.43±0.7 14.55±0.8 7.38±0.6 0.33±0.1 5.15±0.4 0.93±0.3 6.76±0.5 4.96±0.5
MP3 128 1.92±0.3 0.29±0.1 2.85±0.3 0.00±0.0 33.18±0.9 3.89±0.4 9.53±0.6 14.86±0.8 3.56±0.5 0.17±0.1 1.34±0.3 0.89±0.3 4.13±0.4 4.78±0.5
OGG-Vorbis q=1 46.50±1.0 27.08±0.9 35.21±1.0 30.23±1.0 34.75±0.9 5.81±0.6 37.03±1.0 21.73±0.9 47.53±1.0 55.20±1.3 46.85±1.1 32.25±0.9 35.97±1.0 12.07±0.8
OGG-Vorbis q=2 42.17±1.0 17.39±0.8 21.94±0.9 14.39±0.8 33.18±0.9 4.20±0.5 25.49±0.9 14.99±0.8 41.10±1.0 57.70±1.4 41.70±1.0 15.09±0.7 29.07±0.9 6.08±0.6
OGG-Vorbis q=3 38.10±0.9 9.59±0.7 15.79±0.7 9.24±0.7 33.41±1.0 3.76±0.5 21.07±0.8 13.33±0.8 35.52±1.0 24.85±1.2 34.32±0.9 5.75±0.4 23.57±0.9 4.98±0.5

All - 28.58±0.2 16.38±0.2 19.06±0.2 9.12±0.2 33.87±0.3 4.20±0.1 21.52±0.2 17.82±0.2 24.77±0.2 31.68±0.4 26.37±0.2 13.81±0.2 20.74±0.2 6.43±0.2

column used no codec augmentation and corresponds to fine-tuning
the detector and HiFi-GAN models. The rightmost column for
‘MP3/Opus all’ has seen both MP3 and Opus at all four bitrates.
Detection was conducted by feeding the entire waveform to the
detector. Evaluation EERs are averaged over five repetitions over the
test set.

B. Listening test

We conducted a mean opinion score (MOS) test to quantify the
perceptual degradation related to codec augmentation of collaborative
detector training at various bitrates. Baseline systems include natural
speech, a pre-trained HiFi-GAN V1 Universal model, and a fine-
tuned HiFi-GAN matching the number of fine-tuning iterations used
in Collaborator and Observer training. The test stimuli consist of 50
utterances of duration between 3 and 10 seconds randomly selected
from the test set. Each utterance was rendered with all test systems,
no codecs were applied on the listening test samples and each sample
was loudness-normalized to -24 LUFS.

Listening was conducted on the Prolific3 crowd-sourcing platform.
Listeners were asked to rate the naturalness of speech samples on
a five-level Likert scale from 1 (Bad) to 5 (Excellent) and were
requested to wear headphones during the test. The test samples were
randomly divided to assignment batches of size 125, and each batch
was rated by 5 listeners. In total, the evaluation consisted of 20
listeners giving 2500 individual ratings. All subjects rated natural
samples above 3 and no ratings were filtered out. Fig. 2 shows a
boxplot of the ratings overlaid with mean ratings and t-statistic based
95% confidence intervals adjusted for multiple comparisons using the
Dunn-Bonferroni correction.

VI. DISCUSSION AND CONCLUSION

Comparing the detection performance in Table I4 and listening test
results in Fig. 2 lets us draw some conclusions about the usefulness
of codec augmentation in collaborative and passive detection. Note
that all Observer settings correspond to fine-tuned HiFi-GAN in
the listening test, since the detector has no effect on the generator.
Overall, the collaborator settings tend to outperform the matching
observer setting in EER, and the bootstrapping-based confidence
intervals indicate that differences between systems are significant.

3https://www.prolific.com/
4Confidence interval (ω=5%) is estimated using a bootstrapping approach

recommended by the Interspeech 2024 TPC [40]. The number of bootstrap
iteration is the default 1,000.

Fig. 2. Mean opinion scores (MOS) for speech naturalness. ‘C’ denotes
collaborative training, with codec augmentation type in parentheses.

Further analysis of Table I leads to more observations. First, at
high bitrates (64kbps and 128kpbs) the baseline systems without
augmentation perform quite well, and the corresponding augmented
systems have very similar performance both in EER and MOS.
In contrast, the systems without augmentation struggle with lower
bitrates and the DAC neural audio codec. Second, we can observe
that Collaborative training can be paired with lower bitrate codec
augmentation to trade off detection robustness to some perceptual
degradation. Collaborative training at 16 kbit augmentation leads to
the most robust detection, but also the worst perceptual quality.
Pooling all bitrates together during training gives a similar result,
both in terms of detection and perceptibility. This is somewhat
expected, since the generator has no knowledge of the channel
conditions and must prepare for worse case. Finally, as a perhaps
surprisingly positive result, augmentation using only the DAC neural
audio codec transfers well to evaluation on traditional audio codecs.
This is especially prominent in the collaborative setting, and DAC
augmentation only causes minor perceptual degradation.

One limitation of the current work is that the perceptibility evalua-
tion does not include matched codec conditions, but is only conducted
on non-coded watermarked signals. It is possible that the low bitrate
settings degrade the quality so much that it is not reasonable to require
watermark robustness at that level. Finding an optimal trade-off would
require perceptual evaluation in tandem with the audio codecs. Future
work includes extending the collaborative watermarking method to
a wider range of generative systems and detectors, as well as
establishing a comprehensive robustness evaluation framework.

Conclusions
• Actively making generated speech easier to detect can be viewed as zero-bit wa-

termarking

• Augmentation with audio codecs improves detection robustness

• Collaborative training improves detection performance over passive Observer
training

• Augmentation at high bitrates does no cause significant quality drop

• DAC augmentation generalizes surprisingly well to other codecs

Audio samples and source code
Source code and models
https://github.com/ljuvela/collaborative-watermarking-with-codecs

Sound samples
https://ljuvela.github.io/collaborative-watermarking-with-codecs-demo/

Augmentation tool
https://github.com/ljuvela/DAREA

TABLE I
EER (%) OF EXPERIMENT SYSTEMS. COLUMNS AND ROWS CORRESPOND TO TRAINING AND EVALUATION CONDITIONS, RESPECTIVELY. A DARKER
CELL COLOR INDICATES A HIGHER EER VALUE. LETTERS ‘O’ AND ‘C’ DENOTE OBSERVER AND COLLABORATOR TRAINING MODES, RESPECTIVELY.

BITRATE (KPBS) IS SHOWN FOR CODECS USING A FIXED BITRATE, AND QUALITY SCALE (Q) IS SHOWN FOR CODECS WITH VARIABLE BITRATES.

codec None DAC MP3/Opus

bitrate - 8 16 32 64 128 all

o c o c o c o c o c o c o c

None - 1.53±0.3 0.29±0.1 2.75±0.4 0.00±0.0 33.16±0.9 3.66±0.5 9.39±0.6 14.95±0.9 3.43±0.4 0.17±0.1 1.28±0.2 0.85±0.3 3.91±0.4 4.44±0.5
DAC 8 35.85±1.0 24.29±0.9 5.09±0.5 0.00±0.0 32.81±1.0 3.97±0.5 27.54±0.9 24.68±0.9 34.46±0.9 75.54±1.2 34.03±0.9 10.03±0.6 20.86±0.8 5.62±0.5
OGG-Opus 16 53.42±1.0 41.53±1.0 34.67±0.9 31.73±0.9 37.09±1.0 5.17±0.6 37.46±1.0 36.49±1.3 47.07±1.0 89.91±0.9 44.88±1.0 41.39±0.9 40.65±1.0 10.50±0.7
OGG-Opus 32 21.75±0.8 9.18±0.6 14.55±0.7 0.72±0.2 34.30±1.0 4.01±0.5 19.29±0.9 14.76±0.9 17.12±0.8 4.09±0.4 20.55±0.8 6.74±0.5 13.64±0.7 6.59±0.6
OGG-Opus 64 4.55±0.4 0.45±0.1 5.31±0.5 0.00±0.0 33.12±1.0 3.62±0.4 10.90±0.7 13.93±0.8 5.79±0.6 0.29±0.1 3.45±0.4 0.70±0.2 5.40±0.5 4.78±0.5
OGG-Opus 128 2.27±0.3 0.21±0.1 3.12±0.4 0.00±0.0 33.24±1.0 3.62±0.5 9.32±0.6 14.58±0.8 3.85±0.5 0.14±0.1 1.61±0.3 0.79±0.2 4.07±0.4 4.44±0.5
MP3 16 49.70±1.0 48.42±1.0 30.72±0.9 6.82±0.6 34.46±1.0 4.82±0.6 36.28±1.0 78.89±1.1 48.56±1.0 79.18±1.2 48.34±1.0 52.82±1.0 37.25±0.9 8.39±0.7
MP3 32 31.96±1.0 11.49±0.7 12.16±0.6 0.52±0.2 33.64±1.0 4.07±0.5 21.73±0.9 16.13±0.8 26.32±0.9 28.76±1.2 26.24±0.9 6.59±0.5 19.14±0.8 6.00±0.6
MP3 64 6.26±0.5 0.79±0.2 4.80±0.4 0.04±0.1 33.33±0.9 3.91±0.5 12.43±0.7 14.55±0.8 7.38±0.6 0.33±0.1 5.15±0.4 0.93±0.3 6.76±0.5 4.96±0.5
MP3 128 1.92±0.3 0.29±0.1 2.85±0.3 0.00±0.0 33.18±0.9 3.89±0.4 9.53±0.6 14.86±0.8 3.56±0.5 0.17±0.1 1.34±0.3 0.89±0.3 4.13±0.4 4.78±0.5
OGG-Vorbis q=1 46.50±1.0 27.08±0.9 35.21±1.0 30.23±1.0 34.75±0.9 5.81±0.6 37.03±1.0 21.73±0.9 47.53±1.0 55.20±1.3 46.85±1.1 32.25±0.9 35.97±1.0 12.07±0.8
OGG-Vorbis q=2 42.17±1.0 17.39±0.8 21.94±0.9 14.39±0.8 33.18±0.9 4.20±0.5 25.49±0.9 14.99±0.8 41.10±1.0 57.70±1.4 41.70±1.0 15.09±0.7 29.07±0.9 6.08±0.6
OGG-Vorbis q=3 38.10±0.9 9.59±0.7 15.79±0.7 9.24±0.7 33.41±1.0 3.76±0.5 21.07±0.8 13.33±0.8 35.52±1.0 24.85±1.2 34.32±0.9 5.75±0.4 23.57±0.9 4.98±0.5

All - 28.58±0.2 16.38±0.2 19.06±0.2 9.12±0.2 33.87±0.3 4.20±0.1 21.52±0.2 17.82±0.2 24.77±0.2 31.68±0.4 26.37±0.2 13.81±0.2 20.74±0.2 6.43±0.2

column used no codec augmentation and corresponds to fine-tuning
the detector and HiFi-GAN models. The rightmost column for
‘MP3/Opus all’ has seen both MP3 and Opus at all four bitrates.
Detection was conducted by feeding the entire waveform to the
detector. Evaluation EERs are averaged over five repetitions over the
test set.

B. Listening test

We conducted a mean opinion score (MOS) test to quantify the
perceptual degradation related to codec augmentation of collaborative
detector training at various bitrates. Baseline systems include natural
speech, a pre-trained HiFi-GAN V1 Universal model, and a fine-
tuned HiFi-GAN matching the number of fine-tuning iterations used
in Collaborator and Observer training. The test stimuli consist of 50
utterances of duration between 3 and 10 seconds randomly selected
from the test set. Each utterance was rendered with all test systems,
no codecs were applied on the listening test samples and each sample
was loudness-normalized to -24 LUFS.

Listening was conducted on the Prolific3 crowd-sourcing platform.
Listeners were asked to rate the naturalness of speech samples on
a five-level Likert scale from 1 (Bad) to 5 (Excellent) and were
requested to wear headphones during the test. The test samples were
randomly divided to assignment batches of size 125, and each batch
was rated by 5 listeners. In total, the evaluation consisted of 20
listeners giving 2500 individual ratings. All subjects rated natural
samples above 3 and no ratings were filtered out. Fig. 2 shows a
boxplot of the ratings overlaid with mean ratings and t-statistic based
95% confidence intervals adjusted for multiple comparisons using the
Dunn-Bonferroni correction.

VI. DISCUSSION AND CONCLUSION

Comparing the detection performance in Table I4 and listening test
results in Fig. 2 lets us draw some conclusions about the usefulness
of codec augmentation in collaborative and passive detection. Note
that all Observer settings correspond to fine-tuned HiFi-GAN in
the listening test, since the detector has no effect on the generator.
Overall, the collaborator settings tend to outperform the matching
observer setting in EER, and the bootstrapping-based confidence
intervals indicate that differences between systems are significant.

3https://www.prolific.com/
4Confidence interval (ω=5%) is estimated using a bootstrapping approach

recommended by the Interspeech 2024 TPC [40]. The number of bootstrap
iteration is the default 1,000.

Fig. 2. Mean opinion scores (MOS) for speech naturalness. ‘C’ denotes
collaborative training, with codec augmentation type in parentheses.

Further analysis of Table I leads to more observations. First, at
high bitrates (64kbps and 128kpbs) the baseline systems without
augmentation perform quite well, and the corresponding augmented
systems have very similar performance both in EER and MOS.
In contrast, the systems without augmentation struggle with lower
bitrates and the DAC neural audio codec. Second, we can observe
that Collaborative training can be paired with lower bitrate codec
augmentation to trade off detection robustness to some perceptual
degradation. Collaborative training at 16 kbit augmentation leads to
the most robust detection, but also the worst perceptual quality.
Pooling all bitrates together during training gives a similar result,
both in terms of detection and perceptibility. This is somewhat
expected, since the generator has no knowledge of the channel
conditions and must prepare for worse case. Finally, as a perhaps
surprisingly positive result, augmentation using only the DAC neural
audio codec transfers well to evaluation on traditional audio codecs.
This is especially prominent in the collaborative setting, and DAC
augmentation only causes minor perceptual degradation.

One limitation of the current work is that the perceptibility evalua-
tion does not include matched codec conditions, but is only conducted
on non-coded watermarked signals. It is possible that the low bitrate
settings degrade the quality so much that it is not reasonable to require
watermark robustness at that level. Finding an optimal trade-off would
require perceptual evaluation in tandem with the audio codecs. Future
work includes extending the collaborative watermarking method to
a wider range of generative systems and detectors, as well as
establishing a comprehensive robustness evaluation framework.
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