Proactive Detection of Speaker Identity
Manipulation With Neural Watermarking
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Figure 1. Proposed framework. Speaker embedding is first extracted from the carrier waveform and partially

binarized (D) to form a watermark message (). This message is then embedded into the waveform before
transmission. After potential identity manipulation attacks, the receiver extracts the watermark (@) and reconstructs
speaker embedding (@). Simultaneously, the speaker embedding is directly extracted from the distorted waveform
(®). The similarity between these embeddings determines if the speaker’s identity has been compromised. MRL:
Matryoshka Representation Learning [3].
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Figure 2. ECAPA-TDNN speaker encoder (left) and Timber watermarking model (right.). Figure reproduced from [1]
and [3].



