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Introduction Preliminary Results

* Artificially-generated (spoofed) speech poses unprecedented challenges Experiment 1:

for forensic investigators and legal systems [1,2]. * Decision trees allow a visualization of the feature space and model decisions.

* Many detection systems are “black-boxes® and in forensic contexts the « Some features performed better in detecting certain spoof types than others.
Interpretability of conclusions is crucial [3,4].

* Afair justice outcome requires decision outputs understandable and o i
justifiable to all parties involved in the process [4,5]. L T e F°Sl/f3{°es meep! ='s EER

A == 183 0.25

=
0.0006 0.3004 1.0000 -- J % 0.20 - human
pitch_slopes_m_Hz 015 - S4 0.24

Can acoustic-phonetic features and explainable machine
learning approaches provide clarity on the process of spoofed
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Experiment 1: Understand the decision process p—rrr —
Binary Classification with Decision Trees (sklearn) e et
 Balanced datasets (train, dev, eval) divided into seen and unseen attacks
* Hyperparameter tuning with grid search/10-fold CV Experiment 2:
* Three full models (different data partitions) subsequently pruned. Results (averaged over 3 subsets) revealed an interplay between features and
ML algorithms.
Experiment 2: Assess the relationship between features and ML » Tree-based ensemble models performed better on seen attacks.
algorithms  Nearest Centroid, QDA, Naive Bayes performed better on unseen attacks.
Binary Classification with AutoML pipeline (LazyPredict)
26 classifiers, including linear and tree-based models; ensemble Seen attacks Unseen attacks
methods; SVM; Naive Bayes; Discriminant Analysis algorithms; K-NNs; Balanced Balanced
Multi-Layer Perceptron; Nearest Centroid; Calibration- and Propagation- Model Accuracy F1Score Model Accuracy F1 Score
based models; Dummy Classifier Light GBM 0.69 0.71 Nearest Centroid 0.92 0.66
9 .
, Quadratic
References: [1] Gambin, A. F., Yazidi, A., Vasilakos, A. V., Haugerud, H., & Djenouri, Y. (2024). Deepfakes: Current and future trends. Artificial Intelligence Review, 57(3). [2 . . .
Verdoliva, L. ([2C])20). Media Forensics and DeepFakes: An Over%iew. IEEE Joujrnal of Selfected)Topics in Signal Processing, 14(5), 910-932. [3] Mitchegll, F. (2014). The(u;e[01 Ra ndOm FO rest 085 0.92 DlSCfl Mminant 0.49 0.66
Artificial Intelligence in digital forensics: An introduction. Digital Evidence and Electronic Signature Law Review, 7(0). https://doi.org/10.14296/deeslr.v7i0.1922. [4] Hall, S. W., .
Sakzad, A., & Choo, K.-K. R. (2022). Explainable artificial intelligence for digital forensics. WIREs Forensic Science, 4(2), e1434. [5] Siegel, D., Kraetzer, C., Seidlitz, S., & AnalyS|S
D.ittmann, J. (2024). Media Fore.ns.ic Consifjerations of the Usage of Artificial Intelligence Using the. Exam.ple of Deep!:ake Detectio.n.. Jogrnal of Imaging, 10(2). [6] WU, Z., Na.l.ve Ba es
Elhalluenge,. Ifii,t:\'{spee,cl;lv-,2215, §CI)3h7I—;OZIL_: [I7l;s:l\/V(;n’gS XTO\I(:lrlngg’gil;/lk.\,i,cgJ(.,S!I'ZO(;/i’sﬁ.ole\(/I)?,Slgoef\:a\::lop, H.f, 2l\loa1uSt.s-|c-::, E.r, Ev:;s, N.t,I Satl::idukllar:l, I\rfllfI V;Istmai, \;I, iinniner:j, ';., Lee, Klf A, SVC 0,56 0,49 y 0.49 0,66
Juvela, L., Alku, P., Peng, Y.-H., Hwang, H.-T., Tsao, Y., Wang, H.-M., Maguer, S. L., Becker, M., Henderson, F., ... Ling, Z.-H. (2020). ASVspoof 2019: A large-scale public (Bernoulli)
database of synthesized, converted and replayed speech. Computer Speech & Language, 64, 101114. [8] Yamagishi, J., Wang, X., Todisco, M., Sahidullah, M., Patino, J., .
Nautsch, A., Liu, X., Lee, K. A., Kinnunen, T., Evans, N., & Delgado, H. (2021). ASVspoof 2021: Accelerating progress in spoofed and deepfake speech detection. 2021 Edition of EXt Fa TreeS N alve BayeS
the Automatic Speaker Verification and Spoofing Countermeasures Challenge, 47-54. [9] Wang, X., Delgado, H., Tak, H., Jung, J., Shim, H., Todisco, M., Kukanov, I., Liu, X., . O . 56 0.49 . 0.49 O . 66
Sahidullah, M., Kinnunen, T. H., Evans, N., Lee, K. A., & Yamagishi, J. (2024). ASVspoof 5: Crowdsourced speech data, deepfakes, and adversarial attacks at scale. The ClaSS|f|er (GaUSS|an)
Automatic Speaker Verification Spoofing Countermeasures Workshop (ASVspoof 2024), 1-8. [10] Chandra, N. A., Murtfeldt, R., Qiu, L., Karmakar, A., Lee, H., Tanumihardja, E.,
Farhat, K., Caffee, B., Paik, S., Lee, C., Choi, J., Kim, A., & Etzioni, O. (2025). Deepfake-Eval-2024: A Multi-Modal In-the-Wild Benchmark of Deepfakes Circulated in 2024. [11] B 3 ggin g Classifier 0 56 () 49 |_i ght GBM O 68 O 64
Boersma, P., & Weenink, D. (2024). Praat: Doing phonetics by computer (Version 6.4.08) [Computer software]. http://www.praat.org/ : : : :
TIAKPA
4

July 20-23 2025
The Hague, The Netherlands



	Slide 2

