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One-minute summary

1 Finetune a Whisper to detect fake words via next-token prediction
= ASR + fake words detection at the same time
= Method

1. Prepare the finetuning data
— Vocoding randomly selected words
— Add <special token> around vocoded words in target token sequences

2. Finetune Whisper

] Good results on in-domain test sets
O Improvement is needed on out-of-domain data

NII ;



Introduction



Introduction

[ Popular task: whether an utterance is fake
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https://www.bloomberg.com/news/articles/2024-01-26/ai-startup-elevenlabs-bans-account-blamed-for-biden-audio-deepfake ?embedded-checkout=true
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Introduction

O Task in this paper: which part is fake?
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& locate fake words?

Introduction { Simpler solution to transcribe the speech J

O Existing method
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Introduction
3 Our method
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Next-token prediction
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Recap: Whisper
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This is a good examplel
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Tokens in Multitask Training Format
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Alec Radford, Jong Wook Kim, Tao Xu, Greg Brockman, Christine McLeavey, and llya Sutskever. 2023. Robust speech recognition via
large-scale weak supervision. In Proc. ICML, 2023. PMLR, 28492—-28518.
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Proposed method — at the high level

Pseudo fake
(vocoded)

-~ N
N—

Training
dataset

N— e’

NIi

Prepare vocoded
training data

) |

Text tokens

vocoded

(using default recipe)

Fine-tune Whisper ]

— This is a<TOF>good<EOF> example! :>

(

EN TN 0.0 [This| is | a | ...

Transformer @
Encoder Blocks

Sinusoidal \
Positional @-—)@
Encoding A

~“‘| “HW&WM‘NWMW e

- Waveform partially

Log-Mel Spectrogram

cross attention

=
MLP
cross attention
self attention

A
next-token

prediction

L }_ Transformer
Decoder Blocks

Y

Y

A Learned
é)(—% Positional
A

Tokens in Multitask Training Format

12



Proposed method — prepare data

This is a good example!
/
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N I I See code pipeline: https://github.com/nii-yamagishilab/project-NN-Pytorch-scripts/tree/master/package
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Proposed method — prepare data

This is a good example!
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Proposed method — prepare data
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Proposed method — prepare data
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We re-use existing tokens:
ERRER

Proposed method — prepare data
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Proposed method — fine-tuning Whisper
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N I I We tried LoRA, or fine-tune encoder / decoder only, but performance was sub-optimal
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Examples of Whisper’s prediction

Ground-truth: ! ' I I T INow~~~ this !l Il lisn"t~~~ absolutely definitive.
Whisper: LTI TINow~~~ this !l 1lisn't~~~ absolutely definitive.

Dataset: E.VOC

Ground-truth: It seemed a moving and !!!!!Ifitting~~~ [llllldestruction.~~~
Whisper: 1t seemed a moving and fittring 1111 1distraction. ~~~
Dataset: PartialEdit

False acceptance (of a fake word)

Ground-truth:I really !!!llldidn’t~~~ enjoy putting ...
Whisper: I really !I'!I'11l1didn’t~~~ 1T Tkind~~~ of putting ...
Dataset: AVDeepfake-1m r

False rejection (of a real word)
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Experiment
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Experiment setup

O Research questions
= Can fine-tuned Whisper detect synthetic words while transcribing?
= |s the vocoding-based training data helpful?

O Evaluation metrics
= False rejection rate (FRR, real words misclassified as fake)

= False acceptance rate (FAR, fake words misclassified as real)
= Word error rates (WER)

NIi
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Experiment setup

O Research questions
= Can fine-tuned Whisper detect synthetic words while transcribing?
= |s the vocoding-based training data helpful?

0 Data Text-to-speech (TTS)-based data
Vocoded data  Llamapartialspoof (-4ong 2025) Mix of both

/ Vocoder
Text-to-speech model

Domaln. LibriVVox

Hieu-Thi Luong, Haoyang Li, Lin Zhang, Kong Aik Lee, and Eng Siong Chng. 2025. LlamaPartialSpoof: An LLM-Driven Fake Speech 29
Dataset Simulating Disinformation Generation. In Proc. ICASSP.



Experiment setup

O Research questions

= Can fine-tuned Whisper detect synthetic words while transcribing?
= |s the vocoding-based training data helpful?

O Data Vocoded TTS test data from

NIi

test data Llamapartialspoof (-u°ong 2025)

|

Out-of-domain TTS data

Hieu-Thi Luong, Haoyang Li, Lin Zhang, Kong Aik Lee, and Eng Siong Chng. 2025. LlamaPartialSpoof: An LLM-Driven Fake Speech
Dataset Simulating Disinformation Generation. In Proc. ICASSP.
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Results — Audiobook test data

The lower the better
Evaluate on vocoded data (E.VOC)

WER (%) FAR (%) FRR (%)
Pre-trained Whisper 23.89 _ _
large v3 I—l
\
Fine-tuned/ ~VVhisper 0.87 7.22 0.52
trained using oroe v’ @ @
vocoded data ResNet-152 ) 715 3.81
Ft VOC (AvDeepfake TM++
top-—idein-2025)

RQ1: it is possible that a fine-tuned Whisper can detect
_ _ synthetic (vocoded) words while transcribing

N I I Pindrop it! Audio and visual deepfake countermeasures for robust detection and fine-grained localization. In Proc. ACM MM (Mm ’25), 2025. 24
Association for Computing Machinery, Dublin, Ireland, 13700—13706.




Results — Audiobook test data

The lower the better

Evaluate on vocoded Evaluate on TTS
data (E.VOC) data (E.TTS)

FAR (%) FRR (%) | FAR (%) FRR (%)

Fine-tuned / Whisper 7 29 0.52 76.16 9.01
trained using large v3 InN
vocoded data ResNet-152 W

Ft.VOC (AvDeepfake 1M++ 7.15 3.81 83.04  10.14

fnp_:] Klein Oﬂ')ﬁ)

Detecting unseen synthetic methods?
Most of the fake words are mis-classified as REAL
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Results — Audiobook test data

~ ™\ The lower the better
gReCimze:rglriZZ?ifr?:zsaer: Evaluate on vocoded Evaluate on TTS
<sue for both models data (E.VOC) data (E.TTS)
N /) FAR(%) FRR (%) | FAR(%) FRR (%)
Fine-tuned / Whisper 7 29 0.52 76.16 9.01
trained using arge v3 N
vocoded data ResNet-152 v
FLVOC (o o 7.15 3.81 83.04  10.14
fnlr_\__’]_,_Klein Oﬂ')ﬁ)
Fine-tuned / Whisper 18.86 78.59 1.38 1.79
trained using large v3 <Lr;\j
TTS data  RegNet-152 76.42 9.08 0.15 3.13
Ft.TTS

NTi
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Summary

] Detecting fake words via ] They knew that

next-token prediction e Fl\,r:,i-itsupr;d > governnent don't
= create vocoded training data & add | |
special tokens ﬁ fine-tuning
= fine-tune Whisper This is a<TOF>good<EOF> example! E/OCOdECﬂ
L data

0 Itis feasible to detect synthetic words via next-token prediction

00 Room for improvement
= Unseen attacks
= Unseen domains (Youtube, studio) [1 see paper
= Diverse training data may be the key
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Related work
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Code & checkpoint

https://github.com/nii-yamagishilab/Whisper-deepfake-word-detection
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